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SUMMARY MATRIX OF ISSUES AND RECOMMENDATIONS

Target
ISSUE RECOMMENDATION Timing
Institutional Strategy Vision to Define new strategy vision based on efficiency and risk basis Short
Modernize ASF of supervision to develop markets, that should be inculcated Term
Governance and Management Institute all independent non-executive board members Medium
Issues except the Chairman term
Cut out stages of management review/delegate several actions Short
Flatten organization further Short
Regulatory Upgrading and Insurance: Fast track intensive training program for Short
Modernization Solvency II .
Medium
Pensions: reduce regulatory fees and examine their effects term
against the profitability of PFMCs. Medium
Revise pension capital guarantee and relative return guarantee term
to promote higher yielding portfolios Short
Allow interest rate derivatives and OTC bond trades for
PFMCs Medium
Develop benchmark portfolios to measure fund performance Short
and institute lifecycle funds
Provide better 3 pillar tax and vesting incentives to Short
employers
. Medium
Securities: Implement regulatory changes based on the 8 term
barriers report
Institute project to streamline and upgrade capital market
: Short
regul. framework and modernize, upgrade and make more term
efficient the several procedures related to IPO issuances and
corporate bonds
Institute new processes and procedures to allow for an
effective and meaningful internal & external consultation
process
Supervisory Upgrading of General: Supervision to be focused on understanding risks Short
Standards and Procedures o ) term
to the market and regulated entities vs. rule based compliance
Have supervisors/inspectors cover all activities of the same Medium
entity(ies) for 2-3 years (off and on site) to have the big term
picture
. . Medium
Automate document collection/processing to reduce
inspections length; and automate compliance checks via
technology feeds Short
Ensure consistent methodology for asset valuation and source term
of information across sectors
o . Short
Implement a system of graduated binding warnings of non term
compliance to entities, prior to applying sanctions, and for
serious offenses increase the sanction level.
Insurance: off-site: analyze key balance sheet metrics more Medium
.. . o . . term
critically with longitudinal and market comparative analysis
On-site: Upgrade inspectors’ review of entities’ risk Short
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Organizational Structure
Reengineering

Capacity building programs in
updated regulation and
supervision

Business Architecture and IT
Systems

assessment indicators and systems. Consult informally term
frequently with industry
Pensions: identify key PFMC/Fund risks and incorporate into Sh

. . . . . ort
on and off site supervision, the rankings of such risks, and term
eliminate lengthy compliance-based checking inspections.
Securities: Comprehensive supervision of entities to Short
incorpo-rate Exchange data on volumes/transactions, client term
positions & order books, and operational, governance,
conduct procedures. Short
Coordinate market surveillance, intermediaries supervision, term
and complaints (consumer and market) for a full risk Medi

edium
assessment
Implement a CCP to reduce a key layer of risk Medium
Supervision of market operators to include IT systems Short
assessment (trading & settlement) with a focus on risks term
For on-site inspections include cross check of separate rules
and control processes for brokers, the CSD and BSE
Increase staff size of organizational units and directorates to Short
meaningful sizes (directorates = 40; units = 10). term
Merge the on-site and off-site supervision function to ensure Short
synergies and overall risk view of a regulated entity term
For pensions and possibly insurance, consider merging Short
licensing with other units and rationalizing the agent term
| registration process

In medium-term organize ASF based on functional pillars Medium
(e.g., approval, supvn., reg.) with all sectors under one pillar term
head.
Create a licensing committee including representatives from Short
each sector of ASF to approve all sectors’ regulated entities term
Create a policy, risk and standards directorate instead of Short
integrated supervision and include research and regulation term
Create matrix distributed staff of certain specialties (legal, Short
other) reporting centrally but residing within client units term
physically
Remove support units from reporting to the President and Short
place them under an Administrative VP term
Have the new Policy, Risk, Standards Unit as well as PMO Short
office and PR report directly to the President term
Given the above changes, eliminate the 1* VP position Short
Develop and implement an intensive training programs with Medium
exams, to upgrade and reorient staff skills on regulatory and term
supervisory approaches
Reduce the layers of complex and labor-intensive manual Short
review, endorsement and decision processes term
Reduce, automate and install electronic controls and Medium
signatures for complex business processes such as licensing, term
supervision data processing, inspection documents, and
complaints info.
Digitize, integrate and automate manual and excel data Medium
entries in the HR, financial management and administrative term
functions
Enhance IT systems to ensure security, privacy, business Medium
continuity and disaster recovery term
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Centralize and digitize ASF’s records management and Medium
document processing system term
Ensure that ASF systems reach standards allowing them to Medium
fulfill all requirements/controls under an IT Audit. term




INSTITUTIONAL ASSESSMENT AND REFORM OF THE ROMANIAN FSA

L. INTRODUCTION

1. The Romanian Financial Supervisory Authority (ASF) is undergoing a period of
transition. After its initial creation via the merger of three separate supervisory authorities
covering the securities markets, the pension industry and the insurance sector, the institution
reformed its board composition, reduced its number of members, and a new President of the
institution was appointed. Under the new leadership, ASF is undergoing a process of
reorganization, integration and consolidation in order to operate more effectively as a
supervisory agency and to modernize its approach and methods.

2. The institution faces several challenges, not least of which is the harmonization
of its regulatory and supervisory approaches across the different sectors of the financial
system that it oversees. Besides the harmonization and consistency of approaches needed,
the ASF also requires some upgrade and modernization of its regulatory approach and a
reorientation of its supervisory methods from a strictly compliance-oriented to risk-based
supervisory tactics. Several of these reforms will be greatly facilitated via the modernization
and updating of ASF’s information technology capabilities and overall business architecture
which should also substantially reduce the number of internal transactions, compliance
checks, approvals, reviews and controls currently used to conduct its daily business.

3. This report takes a holistic approach to the needed reforms in regulation,
supervision, risk management, business processes and organizational structure. The
analysis in this report is not limited to recommendations for institutional reform based on the
more efficient and effective carrying out of existing functions, but also on defining what
should be ASF’s value-added functions and their implications for organizing itself and
carrying out supervision activities.

4. The report also takes as a starting point for analyzing ASF’s critical needs, the
recently proposed new organizational structure which already constitutes a first
important step. This yet-to-be-approved structure continues to undergo some changes,
therefore within this report there may be references to a proposed new change to this
structure that may have already been superseded by subsequent modifications and discussions
by top management. This report assumes though, that as per recent recommendations, the
design of the new organization will retain Directorate Managers while removing Department
Head positions, and will remove the Assistant Manager layer but retain the positions of
Heads of Service Units.

A. Institutional Strategy



5. ASF needs a new institutional strategy and vision to guide its reform. This
implies that is also needs a significant change in corporate culture and approach in the
institution towards its core functions. ASF currently does have a worthy “mission
statement,” expressed as follows:!

“The Financial Supervisory Authority contributes to strengthening the integrated
framework for the operation and supervision of non-bank financial markets, participants
and transactions in these markets and has the following objectives:

* stability, competitiveness and orderly functioning of financial instruments markets,
promoting confidence in these markets and investments in financial instruments, and
protection of operators and investors against unfair, abusive and deceptive;

* promoting the stability of the insurance sector and rights holders;

« ensuring the effective functioning of the private pension system and protecting the
interests of participants and beneficiaries.”

6. While this mission statement serves to communicate ASF’s purpose to its
external clients and subjects, a strategy and vision to guide its institutional reform will
be needed. This is particularly important to ensure that management and staff of the
institution orient their thinking and approach to regulation and supervision to the upcoming
needs, both in terms of European and international practice as well as in terms of assuring
that the Romanian financial markets develop unimpeded albeit with appropriate safeguards.
In this context, it is recommended that ASF’s strategy and vision (supporting its mission
statement) be oriented towards:

The detection and mitigation of risks in the sectors overseen via effective but
simplified regulation using strategic supervisory tactics, thus promoting market
development and depth in a sound manner.

B. Institutional Structural Elements

7. Certain Norms and Parameters on Organizational Structure still require serious
consideration. This report will cover in detail some of the organizational recommendations
for reform in each of the sectors overseen, as well as the support functions. The report notes
that the recent advice by the Price Waterhouse Coopers (PWC) firm to consolidate
organizational structures contained many good proposals for streamlining the organization,
reducing management levels, consolidating functions and units, and centralizing particular
functions of institution-wide value. Nevertheless this report notes that in the resultant
structure (which is still undergoing marginal changes periodically and thus a final “reform
baseline” was not set in stone) there remain several units (“Services™) which have overly low
staff counts to qualify as real management units.

! Unofficial translation from ASF’s mission statement on its official website.

9




8. While the Board has considered that a five person minimum should allow a unit
to qualify as a Service Unit, there still appear to be many Services Units with very few
staff. Some Units have two staff, including the Head. Even a threshold of five persons as a
minimum per Unit still appears overly small and hardly suitable for a substantive
management job. Such a small size is also less credible as an operating unit in the face of the
general public and supervised entities. It is thus recommended that Service Units constitute
at least 10 staff per Unit. This would imply a similar adjustment to Directorates, many of
which administer a staff count on the order of 15 plus or minus. In this context of expanding
the minimum size of Service Units, a Directorate should thus constitute a Unit of at least 40
staff. This would be a desirable benchmark with some variations allowed. This would affect
the new structure proposed, but streamline it in a way that would reduce bureaucracy both
within and between Service Units and Directorates, and reflect a flatter, more nimble and
easier to understand organization.

9. The consolidation of Units and Directorates as recommended, provides ASF the
opportunity to have a flatter organization and based on expert centers rather than
administrative groupings. The further horizontal flattening of the organization can still rely
on key experienced persons. Many of these gained managerial status previously due to prior
experience and expertise. They can remain in key positions but instead of formal
management jobs they should be assigned as leaders of key teams within a Unit and possibly
receive titles such as Lead Expert or Program Leader depending on their relative strengths.
These individuals would be given roles by their Directorate or Unit Heads to lead and
coordinate teams or key functions or programs. This arrangement would also reduce
“formality barriers” of communication between erstwhile Units. In sum, if ASF is
downsizing generally, maintaining small units and Directorates of limited scope creates
unnecessary complexity when the same functions can be achieved via the mechanisms
described above.

10. The above observation on staff counts per Unit implies additional consolidation
across function which would also lead to improved fungibility and interchangeability of
staff. This report will note in this context that over time, some functions in the ASF (e.g.,
licensing of new institutions) have decreased in some sectors due to industries and markets
having settled down, and thus the staff count in such Units might better serve the institution if
such staff could also be deployed, for example, toward supervision functions, when needed.
While these issues are discussed later in the report, they reflect a need for an institution
currently with very small units to be more flexible within a flatter structure, to be able to
decrease or increase staff in certain functions in line with emerging institutional needs and
strategies.

C. Guiding Policies and Principles for Governance, Management and Staff Culture
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11. Besides structural organizational changes, policy and business practices, and
information technology reforms, ASF should instill in its institution a set of key
principles to guide Board, Management and Staff behavior and ethics. These represent
as set of internal institutional actions that will assist focusing on the business needs and
procedure requiring reform in order to implement ASF’s new strategy and vision. The
guiding principles to adopt include:

¢ Independence: ASF should be operationally independent from commercial and
political influences in the exercise of its functions and powers.

® Accountability: ASF is accountable to the government, regulated entities and the
market though the ASF mandate and objectives.

¢ Transparency: ASF should publicize the internal processes it adopts to reach
decisions, including its enforcement procedures, budgeting; and to practice disclosure
and sharing,.

¢ Integrity: internal processes that ASF adopts to ensure there is discipline and
consistency in its operations, and to limit the risk of management or staff acting in
their own self interests as opposed to those of the ASF and the market. Includes
conflict of interest procedures, confidentiality, code of ethics and staff codes of
conduct.

¢ Collegiality of decision-making and recusal from pressing for direct unilateral
interests; ensuring consistent approaches across sectors.

» Implementing a unified supervisory (and regulatory) approach.

* Delegation of responsibility and decisions to the functional level (empower staff at the
working level).

¢ Increasing visibility, consultation and dialogue with the financial industry and the
general public as measures of accountability.

* Procedures, processes and regulations to be simplified, streamlined, being aligned
with EU Directives and international standards and principles.

* Modernization requires the support of an adequate, skilled human resource capacity.

* Supervisory tools to be optimized to ensure markets function prudentially and
competitively but are vigorous, efficient and free of undue restrictions.

* Activities to be driven by ASF’s business objectives and enunciated key performance
indicators reflecting its updated strategy.

12, In relation to Governance matters, certain Board issues on its structure and
procedures should be considered. While progress was made in the recent past by reducing
board membership from 21 to nine, the current figure still remains high by institutional and
corporate standards. The board could still be reduced by two members to seven to be more
effective and less cumbersome, and allow more in-depth dialogue. As well, the existence of
both executive and non-executive Board members creates a dichotomy whereby Sectoral VPs
by definition have an inside comparative advantage in arguing cases concerning their sectors
given their major line management responsibility. This in itself should not count as a large
weight of certain individuals in making Board decisions, but it effectively does. The fifth
principle listed above (collegiality), should thus be adhered to earnestly to ensure that Board
discussion and decisions truly give equal weight to all views. As well, ASF should consider
having a board, with the exception of the President, all made up of non-executive members —

11




this would provide more neutrality in board decisions, in particular relating to sector-
specific matters.

13. The separation and delegation of decision making should be clarified to ensure
that ASF has checks and balances, as well as efficient decision making. It appears that
many decisions are channeled up to the Board when line managers and senior specialists
might be qualified to make them. It is understood that for the moment the Board has
undertaken to review decisions on proposed supervisory actions and sanctions affecting
subject entities with a view to evaluating whether ASF over-sanctions entities. However, in
the long run, a clearer policy on decision actions by the Board, the President (defining top
executive powers), heads of Directorates, Service Unit managers, and key staff, should be
defined with more delegated functions to reduce gridlock in the institution and concentrate on
major sectoral risk issues or corporate policy. In other words, the Board function should be
that of policy making, ensuring implementation of policy and deciding on major
events/issues, but not day-to-day operational issues. The above assumes that Heads of
Department and Deputy Heads of various Units will not be in the new organizational
structure as per the PWC recommendations.

II. SECURITIES MARKETS — REGULATION AND SUPERVISION
A. The Regulatory Framework

14. Although largely in line with EU directives, the regulatory framework is overly
complex and regulations can be streamlined to support market development. The
complex regulatory framework places an onerous regulatory burden on market participants
given the level of development of the market. Some of the larger issues are highlighted in
this section in the two paragraphs below, although the list is not comprehensive. The
regulatory framework should be comprehensively streamlined, according to international
best practice (and limit national discretion within the EU directives framework), and a work
plan proposed to do so.

15.  The IPOs and SPOs of SOEs have highlighted areas in which the issuance
framework can be simplified and improved. A succession of procedural improvements in
the listing process has been achieved during successive IPOs of SOEs. Many of the
improvements required technical solutions or waivers on a case-by-case basis to address
regulatory constraints. A review of the issuance regulation is necessary to broadly implement
these fixes and allow improvements for future IPOs for both public and private companies to
address the following issues:

a. Companies cannot acquire other companies that are more than 33% state owned.

b. The state cannot increase the share capital of companies they own by participation in
cash.

c. Inflexible legislation and a complex process regarding the selection of intermediaries.
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Accelerated book building is not included as a method of IPO.

e. Timing of an IPO is longer than the standard in international markets. Parts of the
Corporate Law impact the time to issuance, such as a need to reduce the period under
company law, for an increase of capital. Prospectus approval cannot be obtained until the
decision of the issuer’s annual general meeting is published, and the term for opportunity
has passed (which can take up to one month).

f. No electronic submission is used and there is a plethora of documents.

No specific chapter exists regarding the risks an issuer has to assume while EU directives
require that issuers take full responsibility for an IPO prospectus. Romanian regulations
require that the intermediary should also take responsibility for the prospectus, and this
precludes large bulge bracket US banks from participating in IPOs.

h. Issues around allocation rights need to be clarified.

i. Corporate bond issuance uses the equity issuance framework. This includes the
requirement that for public offerings, the book has to be kept open for five days, with the
price set two days before closing. This was changed for equity offerings but has
remained in place for corporate bonds. This exposes issuers to volatility, and investors
wait until the price is set before subscribing. The result is that many bonds are issued via
private placement instead.

16. It is recommended therefore to streamline issuance regulations and procedures in line
with international standards, and to allow improvements for future equity and corporate
bond listings for both public and private companies.

17. A number of obstacles exist for foreign investors to access and trade in the
Romanian capital markets. The key focus of the eight barriers report is to reduce the many
onerous administrative costs in terms of time and money that deter foreign investment in the
Romanian capital markets. Account opening regulations should be simplified to meet
international practice. The obstacles include:

a. Complicated account opening procedures that result in lengthy delays and which require
the provision of detailed personal information by senior executives, such as a passport.

b. The requirement to appoint a fiscal advisor in Romania.

¢. A cumbersome process for exercising voting rights and to receive dividends, that varies
between companies.

18. In an attempt to address some of the obstacles hindering the market, a group
including the BSE, MoPF, FSA, NBR, Fondul Proprietatea, brokers, pension funds, and
lawyers have developed a capital markets plan. The plan lists eight barriers to capital
market development and the goal of the measures is to upgrade the BSE from Frontier status
to Emerging Market status. Many of the measures recommended by the 8 Barriers Group are
within the purview of the FSA (i.e., regulatory issues) but others will require a broader
government action (e.g., from the fiscal authorities). However, these measures are technical
short and medium term measures, and not all encompassing. The removal of the 8 Barriers is
a necessary and long overdue first step towards modernizing the regulatory framework for the
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capital markets. However, a broader revision of the regulatory framework is necessary. The
8 Barriers should be implemented in the short term prior to a full revision of the regulatory

framework of the Capital Markets.

19.  The Regulations Directorate’s business architecture and process review has
highlighted the need for a number of improvements. Some of these highlight the
approach taken to developing the regulatory framework as well as other work undertaken by
the department:

a. The Regulations Directorate is undertaking no annual work planning or forward planning.

This is a particular concern given the streamlining necessary for the regulatory
framework. The department is instead reactive, responding to externally driven requests,
either from the EU or the market. It should undertake a work planning exercise
(minimum yearly) with a view of setting the direction for major regulatory changes.

b. The Directorate does not undertake an impact assessment of its regulations. Instead, it is
assessed by the number of acts produced each year. It should assess the impact of
regulatory acts based on the objectives of ASF, which may include financial stability,
market development and consumer protection.

c. The directorate has no project management approach/tools (milestones, resource
management, risk monitoring). [t should thus implement a project management
approach.

d. The hierarchy of regulatory tools does not support transparency and flexibility of the
regulatory framework. Some important elements are lacking such as FAQs and best
practice examples (i.e., primary regulation -> secondary regulation -> interpretation ->
FAQs, best practices). This contributes to complexity of regulations in the area. ASF
should clarify and elaborate the hierarchy of regulatory tools to introduce a more
transparent regulatory system supporting legal certainty.

e. A record keeping/data management system is required. Current draft regulation industry
comments and feedback are filed in hardcopy within the department, making it difficult
for other departments to access. It should thus implement a documents management
system.

20. The Regulation Directorate conducts limited internal and external consultations
when drafting regulation. Public consultation in particular, is an important aspect of the
principle of accountability of the regulator to the regulated community and the market. The
Regulation Directorate should be required to consult all stakeholders prior to the
promulgation of regulations and rules, or guidance. Some of the issues are listed below:

a. Internal Consultation is lacking: The directorate and the regulatory entity takes a siloed
approach to the drafting of capital market regulation, with little consultation or
coordination occurring between sectors on the many areas that would benefit from a
combined regulatory approach such as fit and proper requirements.

b. The directorate lacks adequate consultation with technical specialists in the capital
markets area. Technical specialists’ views are sought during the research stage prior to
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the drafting of regulation, however their first opportunity to review the first draft of the
regulation is when it is placed on the ASF website and opened up for public consultation.
At that stage it is very late for them to address practical and principal concerns regarding
the regulation. Draft regulations should thus also include an assessment of their impact
and cost.

¢. External consultation is problematic, and has been cited as a major grievance by the
industry and market operators. There is little focus on delivering outwards to
stakeholders, i.e., market participants through public consultation, and there is no
substantive consultative process with the market particularly with regards to major
regulatory reforms. There is a lack of forewarning of new initiatives and the posting of
draft regulation on the website is usually done without warning, requiring market
participants to closely monitor the ASF website.

d. There are short consultation periods (typically just above the 10 days required by law)
that do not provide sufficient time for the market to consider and comment on the
proposals. In the case of important changes to regulatory standards, there should be an
opportunity for a discussion of the policy objectives of the reforms, preferably on the
basis of a published discussion paper or workshop with industry. There is no feedback
provided on public comments on regulation, and ASF tabulates responses to public
comments received for internal purposes but does not provide feedback. Once comments
have been received, it is important for the authority to demonstrate that it has received,
understood and considered the comments. One way is to issue a response to the
comments.

e. There is no clear procedure for requesting clarification or interpretation of regulation
from the ASF. Replies to requests for clarification often comprise a quote of the
regulation on which the interpretation was asked, with no further clarification. In sum,
ASF should review and reform the internal and external consultation process.

B. Authorization and Supervision of Regulated Entities

21. ASF has complex rules and regulations for the Capital Markets, but market
failures indicate deficiencies in supervision and enforcement resulting from the
regulation. Overall concemns include a focus on checking of indicators and rule based
compliance. Instead, the focus should be on understanding the risks to the market and
regulated entities. .

22. There are approximately 40 broker/dealer intermediaries with some high broker
concentrations in the market, and a large number of weak intermediaries. Many small
local brokers are not profitable — the bottom 20% of brokers make up 2% of turnover.
Brokerage houses are active in the secondary market but only a handful has IPO expertise
and the skills to lead IPOs. Despite all brokers having back-office systems, many do not have
a separation of sales, trading and back office functions.

23. In late 2013, Harinvest, a small broker, failed to settle client trades involving
structured products listed on the BSE. Prior to the failure, the broker accounted for 25%
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of the volumes in the structured trade market, a dramatic increase from before. Harinvest
then sold the securities of other clients to cover its settlement obligations without
authorization from those clients. These clients and others suffered financial losses. The
brokerage had been barred from trading on the BSE by the exchange for a period of time (for
failing to pay BSE fees) and the BSE sent a warning to ASF as early and June 2013.

24. The ASF Intermediary supervision unit failed to detect misconduct through its
supervisory activities, despite the warnings of suspicions of misconduct from the BSE.
The Harinvest case illustrated a number of failures of intermediary supervision including: a
lack of attention to BSE warnings; a reliance on broker supervision reports and no cross
check with transaction and volume data; a lack of timely and accurate reporting of client
accounts from the CSD; and deficiencies in the systems, rules and processes of the BSE and
CSD.

25. Intermediary supervision is currently focused on financial reporting and capital
adequacy checks, which fail to capture the most important risk activities of
intermediaries. The key risks in particularly are operational (including conduct),
governance and internal processes. On-site inspection occurs every two years and the focus
is on firms with the largest market share versus the smaller brokers with insufficient internal
processes and separation of functions. Thus, a risk based supervision approach should be
implemented which concentrates on in-depth analysis of transaction reporting data.

26. Market surveillance should require intermediaries to submit monthly reports
covering their order books, client positions, actual transactions on the exchange, oTC
transactions, and overseas transactions. This data should be analyzed using automatic
queries and algorithms. Extensive coordination is required between Market Surveillance and
Intermediary supervision (who will look at governance, internal processes) and consumer
protection (who will send a summary of complaints) to determine a risk rating per
intermediary. This data analysis would allow the investigation of a broader range of
misconduct activities of intermediaries in a cost effective manner (e.g., churning).

27. The in-house, combined IT system (trading and post trade settlement) of the
CSD and BSE is introducing risks. The risks include:

a. Key-person risk (sole expertise) for the in-house system; lack of post-trade transparency;
combined trading and settlement accounts that introduce operational risks; and a blurring
of responsibilities, e.g., who verifies which parts of the transaction chain.

b. The Global account (omnibus account) was introduced to address the challenges of the
trading and settlement platform, and align the account structure at market level.
However, market infrastructure still presents challenges for foreign investors and
intermediaries despite the creation of Global Accounts.

c. The system currently will not meet EU Target 2 Securities requirements. The CSD
system is not compatible with international clearing mechanisms such as Euroclear and
Clearstream and this deters foreigners from purchasing corporate bonds listed on the
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stock exchange. EU regulation requires the standardization of corporate action processes
through the CSD. Currently Romanian companies handle corporate actions at their own
discretion with direct payment from the issuer, and this will require a change in the
market infrastructure.

d. CSD rules and processes are imposing limits on the efficient functioning of the market,
e.g., securities lending and borrowing transactions are not practical and cannot handle
collateral management.

e. Certain aspects of the Harinvest case point to deficiencies in CSD Rules and procedures.
Changes in the systems, rules and processes of the CSD require ASF approval.

f. The Romanian Capital Markets do not have a central counterparty clearing house (CCP)
and this exposes the market to systemic risks through derivative trading. BSE has
requested that the CCP be housed in the central bank (NBR). This proposal is under
discussion. Sibiu has entered into an agreement with the Hellenic Exchanges SA group to
provide a CCP, however, this has not been implemented. The EU has imposed a deadline
for CCP approval of September 2014. To ensure better tracking, identification of risks,
and reconciliation, it is recommended to separate the trading system and the post-trade
settlement system, and implement a CCP.

28. Supervision of Market Operators is focused on financial reporting. An on-site
inspection of the operators occurs once every three years (or thematically as needed). In
2013, an on-site inspection was done of the two exchanges (BSE and Sibiu) and the two CSD
clearing systems. There is a requirement for ASF to authorize every change regarding
internal rules of settlement and trading systems. The regulatory department will analyze the
requests and ask for the input of the supervision department. The regulation department has
final authorization on CSD rules and procedures, authorization of a new system, and approval
of CCP.

a. Regarding trading and clearing systems, operators are obligated to test their IT systems
and report annually to ASF about deficiencies. ASF takes a hands-off approach to the
systems of market operators, and delegates responsibility for the IT audit to an approved
audit company. ASF should more proactively consider risks imposed by the trading and
settlement systems in the market, with a view to addressing them by having ASF conduct
the IT audit.

b. The Harinvest failure points out key deficiencies in the supervisory and enforcement
process. The on-site inspection in 2013 failed to pick up any weaknesses in the CSD
system, as did the approval of the Regulatory Directorate regarding CSD rules and
procedures. Some concerns that should have been identified include: the CSD relied on
the statement by intermediaries regarding verification of a client trade; and disagreement
regarding who was responsible for verification (CSD or BSE). Onsite inspection should
include cross checking of processes against rules and procedures, and verification of
separation of roles.

c. After the failure of Harinvest, a thematic on-site inspection of the CSD was done in
January 2014. ASF made recommendations in February to the CSD to harmonize its
internal rules and coordinate with the BSE, particularly with regard to sell-out procedures.
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The CSD reviewed their internal rules and code and submitted them for the approval of
the Regulatory Directorate in April. The Supervision and Controls Directorates (i) do not
know at this time whether this has been approved (ii) have plans for a follow-up
inspection and (iii) have not imposed a timetable internally, or for the CSD, to implement
the changes necessary to reduce this critical risk for the market. They are relying on the
entity to implement the measures. ASF should implement and communicate clear
timetables for the resolution of problems, consistent with the risk and follow up to ensure
compliance with such actions.

29. ESMA has launched an infringement procedure against Romania, as RASDAQ
has not yet been classified as either a regulated market or an alternative market
according to EU directives. The directive requires that all qualifying markets be given the
status of regulated market (with a clear legal regime) or an alternative market. Investors
would prefer that RASDAQ be classified as a regulated market, as they have low thresholds
for investing in alternative markets. However, if classified as a regulated market many
RASDAQ listed companies would fail to meet capital and profitability requirements, and
would either have to meet the requirements or delist. As a solution has not been found, ASF
has passed the decision on the classification of RASDAQ to Parliament. It is therefore
recommended that ASF Classify RASDAQ either as a regulated market or as an alternative
trading system to establish what are ASF’s supervisory responsibilities over RASDAQ. An
alternative would be to mandate issuers to move to either the BSE or an alternative trading
system (ATS).

30. Regarding the licensing of issuers, the current arrangement is that ASF receives
an initial draft of a prospectus, checks the draft, sends it to the BSE for its approval,
and the prospectus is returned with BSE approval whence the document enters a ASF
multi-layered approval process. There is no concept of approval of the issuer within ASF,
only approval of the prospectus. This process can be reduced by having only one entity (ASF
or BSE) lead the approval process, while allowing the other to remit comments. The
authority for approval should be delegated to the Head of Directorate.

31. Although the listing rules of the BSE stipulate a required 25% free float, the
actual free float is considerably lower as SOEs typically list between 10-15%. The
secondary issuance process should be used to gradually increase the number of shares listed
on the BSE, and to increase the free float of SOEs to the regulatory minimum requirement.
ASF should ensure that free float requirements are adhered to.

32.  As well, ongoing supervision of the issuers, including statutory and periodic
market reports, are currently in separate sections. ASF should aggregate the functions
that relate to regular and periodic market reports into the one team under supervision.

33. On transaction supervision the existing data base is inadequate for the ASF to
discharge its functions fully, and there is only one person who understands the data
base and can interrogate it. There is no meaningful information exchange between the
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persons responsible for electronic surveillance and those for intermediary supervision. There
many of consumer complaints and issues in the RASDAQ market. Notwithstanding this,
there is no electronic surveillance of this market. There is concern regarding the capacity to
value, authorize and supervise more complex products and transactions, €. g., covered bonds,
derivatives, structured notes. ASF should implement a database with simple querying tools
and should also develop a framework to measure and analyze complex products (which can
be used throughout the sector).

34. Finally, there is no coordination with the pension supervisors on requirements
for AMCs and UCITS supervision versus those of Pillar 3 pension funds that may be
similar. There is some coordination with the pensions Authorization department as
requirements are similar and entity can be active in both areas.

III. THE INSURANCE SECTOR - REGULATION AND SUPERVISION

A. State of the Insurance Sector

35. The most pressing issue facing the insurance sector and ASF is the financial
position of four insurers that currently appear to be insolvent, the most serious being
Astra Insurance. The dire financial position of these insurers was caused by predatory
pricing in the provision of motor vehicle insurance and the under-reserving for losses. The
fact that the issues were allowed to go on for some time undetected and unresolved points to
wholesale supervisory failure on several levels as elaborated below.

B. Vulnerabilities and Gaps in the Supervision Function

36. A proper offsite analysis of the information provided by the insurers should have
given the supervisor (at the time the CSA) early indications of problems in the entities.
One problem is that separate persons or teams perform different parts of the offsite analysis
of insurers (for example one person is dedicated to looking at reinsurance only). This results
in no one person having a complete and comprehensive analysis of the entity after it has
reported. Changing the structure and making one person responsible for the analysis of a
given insurer as a whole entity rather than dissecting it into various components, should
address this.

37. The issues in supervising the insurance entities also raised concerns about the
efficacy of the offsite function even if one person had performed it in its entirety. Offsite
supervision should be performed both longitudinally (across long time periods) and across the
industry. A proper analysis would have captured a number of indicators of current or
emerging problems. From a static and point in time analysis, the indicators would be the
relationship between the evolution of the gross written premium compared with the evolution
of the loss ratios and the evolution of reserves.
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38. For example, reserves for losses that were not growing consistently with the
increase in premium income was a pointer towards the possibility of under-reserving.
From a longitudinal perspective, excess growth in premium income is an indicator that the
company is buying market share via predatory pricing. A comparison of the performance of
the company against others in the industry should also have raised warning signs such as to
why was the premium income growing at a faster rate than others in the industry, why was
the ratio between loss reserves and premiums lower in the company than the rest of the
industry, and why was the loss ratio for the company lower than the industry as a whole.

39. At a minimum, these observations should have alerted the offsite analysis to
make further enquiries and reviews that would have discovered the issues. It is thus
recommended that ASF revise its off-site program to ensure that analysts are actually
analyzing the results and the underlying meaning of changes, as distinct from merely making
observations, and that offsite work is performed both across time and across the industry.

C. The On-Site Supervision Process

40. The issues in these cases also point to the efficacy of the on-site processes. A
critical input into the information gathering for an on-site examination, is the data that has
been provided by the entity to the supervisor over time. Notwithstanding the fact that the
internal on-site review does not appear to have been performed properly, the on-site analysts
should have accessed the data and conducted some additional analysis.

41. The failure of the on-site process also points to the need to adopt a more risk-
focused approach. Under this approach a major risk to the insurer is that is does not price its
products properly, given the uncertainty surrounding the probability and amount of future
claims payments. The premium price is based on a component of insurance risk (i.e., the
probability and amount of future payments), the acquisition costs (such as commissions paid
to agents), administration costs, and a margin for the return on capital for the insurer. Under
a risk-based approach, the onsite supervisors would ensure that the insurer had such a
methodology, that the methodology was sound and could clearly be reviewed by the
supervisor, and that the insurer was following the methodology by reviewing some of its
outputs. Relying purely on the market to set a premium is insufficient. A move towards a
more risk-based approach to supervision moving forward is therefore strongly recommended.

D. Early Warning Indicators

42. During the process of deterioration of the entities in question, a number of
consumer complaints relating firstly to the administration of motor insurance and
secondly to the four companies concerned, were lodged. The number and frequency of
complaints over the last few periods should have resulted in an in-depth thematic on-site
inspection that focused on the pricing, marketing strategy and loss reserving for this product.
Accordingly, it is recommended that there is a formal liaison process put in place between
the onsite inspection staff and the staff handling complaints so that (a) a large volume of
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complaints is a trigger for a targeted inspection and (b) the number and type of complaints
received by the ASF is routinely incorporated into the information gathered before an on-site
inspection is commenced.

43. Industry participants and the Insurance Association had stressed the number of
times that members raised concerns with the CSA (the previous supervisor). The ASF
should recognize the importance of “market intelligence” as a vital input into its performing
its function, and ensure that senior management of the authority are in regular contact with
the senior management of the industry and that any intelligence of consequence gathered is
acted upon swiftly. The industry is hopeful that the merged regulator will increase its focus
on its role in market development, particularly in two areas: health insurance and compliance
with mandatory insurance.

E. Other Insurance Products and Issues

44. With regard to health insurance, participants noted that the country ranks 69th
in the world, in the provision of health services insurance. They attributed the country
ranking to the embedded attitude of the population from past times where health services
were provided free of charge. It was reported that the government had been discussing health
reform for over ten years but nothing had eventuated. The cost of health services provided by
the government continues to escalate and it the view that a co-payment is inevitable.
Consequently, the industry sees an opportunity for private health insurance in the future but
needs an insurance “champion” to make progress with the discussions. It is suggested that
ASEF in the medium term commence a liaison with other national authorities to establish what
regulatory impediments exist to having a health insurance market, and to work with the
authorities to remove them.

45. On the catastrophe insurance side of the market, the level of compliance with the
mandatory earthquake insurance is low after the scheme being in place for a number of
years. The compliance function is a function of local government authorities and the
authorities have shown a reluctance to address matters of non-compliance. It is suggested
that the ASF, in its market development role, commence working with local authorities on
programs to raise the level of compliance as uncovered seismic risks could have significant
impacts on fiscal resources.

46. As a separate issue, it was noted that the policyholders guarantee fund is an
administrative unit within ASF. Typically such guarantee funds (also applying to the other
sectors) as capitalized by the industry operate as a legally independent trust entity. The
guarantee fund needn’t reside in a separate location and can still operate in ASF’s quarters
but it should operate with a separate independent legal personality since it manages in trust,
the funds contributed by the industry. The manager of the guarantee fund would thus operate
the fund as an independent legal account and if ASF required usage of the fund it would
provide its operator with the regulatory evidence allowing the triggering of disbursements
from the fund.
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F. Summary of Main Reform Areas

47. The industry expressed some concerns about the approach to the supervision
function by ASF, on three levels. First, it was noted that there was no continuity in the
inspection staff between control visits and this resulted in the companies having to repeat
much of the information given to predecessor officers. Second, they expressed some
concerns about the level of technical skills of officers sent to undertake the inspections and in
some cases had to provide training for them. They were also concerned about the ability of
the supervisory staff to make the transition to Solvency IL.

48. Finally, they expressed the view that the focus of supervision was more on
compliance and issuing sanctions than understanding the risks in the market and the
entities that they were inspecting. It is recommended that during the current changes
being implemented by the ASF, the issue of continuity be addressed by assigning the
supervision of particular entities to one team for a fixed period; that ASF put in place formal
training programs for its staff based on confirming understanding the industry, the extensive
changes arising from the implementation of Solvency I, and moving the supervision from a
purely compliance to embrace a more risk-based approach.

IV. THE PENSION SECTOR — REGULATION AND SUPERVISION

49. The Romanian Pension System consists of three pillars, the first of which is
managed by the State on a pay-as-you-go basis. Pillars II and III are privately managed
account-based accumulation funds, regulated and supervised by the ASF.

50. The funds in both pillars have been successful since the introduction of the three-
pillar approach in 2007 in terms of safety, but the returns to members have been sub-
optimal. This is due in part to experienced pension fund management companies (PFMCs)
under a tight regulatory framework and strong supervision. A significant influence on both
the supervisor and the PFMCs is the intermittent suggestions by some members of Parliament
to abandon the second and third pillars. This is translated into very inflexible rules and
investment portfolios with little or no volatility.

A. Role of the Supervisor

51. A key function of the Senior Management of ASF should be the ongoing liaison
with members of Parliament stressing the role of the private pension market in
supplementing and/or replacing state-provided pensions that place a significant fiscal
burden on the state. This liaison should focus on the potential costs to the state and the
projected replacement rates under the current system, i.e., the ratio between the worker’s
projected pension and his or her pre-retirement income. This form of analysis needs to be
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performed regularly by ASF and widely disseminated to support its statutory role and to
support the development of the private pension sector.

52. The tight regulatory framework and the compliance-based approach taken by
the supervisor were justified at the commencement of the private pension system. But
now this should be reviewed to allow the market to develop and to improve returns (and
eventual pension income) to members. The current approach needs to be replaced by one that
is more risk oriented and this will be discussed in subsequent paragraphs.

53. The private pension industry is hopeful that the recent merger of the supervisors
will bring some economies of scope to the supervisory agency. As well, the industry
expects that the merger will result in some rationalization of the intense supervision of the
pension sector, and that it will result in the merged supervisor increasing its focus on its
industry development role that is mandated under the law.

B. Costs and Returns to PFMCs

54. The costs of supervision are high and increasing. PFMCs report that the cost of
supervision is a substantial part of their operating overheads (in one case more than 20% of
overheads). The supervision fees increased significantly last year (in one case by more than
55% over the last year) without a corresponding increase in the fees that PFMCs can charge
to members.

55.  While all the PFMCs are currently profitable, their margins are being reduced.
The initial investment outlays to establish PFMC’s businesses and attract members, were
capitalized and are being amortized over a period. The consequence of the squeezed margins
is that the point at which the PFMCs have fully recovered their establishment costs has
moved out several years. Reducing the regulation and streamlining the supervision of the
PFMCs should have a favorable effect on the level of fees that are payable to the supervisor.
In the medium-term, if supervision costs are not addressed, squeezing the PFMCs’ margin
will result in further PFMCS leaving the market and further concentration of the market that
will reduce competition to the detriment of members.

56. The fees that PFMCs can charge to members are set by regulation and have not
been reviewed for some time. The fees are calculated as a fixed amount of each
contribution and a percentage of the funds under management (an asset management fee).
The industry reported that the fixed amount of each contribution does not cover the total
administration costs and part of their costs are met from the asset management fees.

57. In the medium-term, the reforms that are being considered by the ASF should
address in part the above issue, however, further actions should be undertaken

including:
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e A review of the raft of regulations and reporting requirements that are currently being
imposed on the industry, and eliminating those that do not add any value;

e A review of the fee structure for the fees that PFMCs are permitted to charge
contributors. PFMCs should be able to recover their costs and earn a reasonable
return on capital. If ASF wishes to retain a role in the fee structure of the industry, a
more sensible approach would be to limit the activity to addressing PFMCs that are
“gouging” or that are earning excessive returns in order to reduce their fees.

C. The Investment Regime and Fees

58. Fund managers have to pay the cost of acquiring and disposing of investments
from their asset management fees. These fees represent 0.5% of assets under management.
This biases fund managers to buy low cost assets such as government bonds at the expense of
investments such as equities which are more expensive to purchase. This affects the
composition of, and earnings on the portfolio and the returns to contributors. In other words,
while setting the asset management fee at a low fixed amount may be rational in the short-
term by keeping fees at a low level, it is done at the cost of reduced pensions in the long-
term.

59. The asset management fees should be reviewed within the construct of
encouraging PFMCs to adopt more appropriate investment strategies. If ASF wishes to
retain a role in this, a more appropriate way may be to allow PFMCs to recover the costs of a
transaction with a small margin for their profit. Alternatively, ASF could consider increasing
the flat fee from members’ salary contributions and allowing PFMCs to recover only the
transaction costs.

60. The capital guarantee in the Romanian regulations discourages PFMCs from
introducing volatility in their investment portfolios. Allowing some investment volatility
would permit higher returns to workers. The need to provide for any shortfall between the
aggregate value of a contributor’s nominal contributions (less costs) and the value of his or
her units in the fund, motivates PFMCs to invest very conservatively in assets with extremely
low volatility and correspondingly low returns, in order to preserve PFMCs’ own capital.

61.  The consequences of the capital or absolute return guarantee are that the
investment portfolios are sub-optimal that this in the end translates into lower pensions
for retirees at the end of their working lives. It is timely to consider the costs (lower
benefits for retirees) and benefits (minimizing the risk that the value of a person’s units falls
below the net value of his or her contributions) of the absolute guarantee in the Romanian
private pension system, and seek to strike a balance. If ASF forms the view that the costs
outweigh the benefits, it should seriously consider removing the guarantee.

62.  Any initiative to adjust the absolute return guarantee and introduce more
volatility into investment portfolios needs to be accompanied by financial education.
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This applies for contributors, the press and politicians, focusing on the fact that more short
term volatility may result in occasional negative returns but will provide higher pension
returns in the long-term.

63.  The relative return guarantee of returns is also a problem. This relative guarantee
under which the returns of each PFMC must be within a tolerable limit of the average return
of all the PFMCs on the market, motivates PFMCs to adopt very similar investment strategies
and effectively to reduce competition in the market. For the reasons outlined above, ASF
should review the relative return guarantee against the cost of lower pensions caused by the
induced lack of competition in the second pillar. A better way to gauge pension fund
performance would be to compare returns against internationally renowned funded pension
administrators.

64. Fund managers are allowed only to hedge foreign exchange (FX) risk. The
supervisor will not permit them to hedge interest rate risk. Pension liabilities are long-term
and need to be matched by long-term investments implying a high degree of interest rate risk
in the process. The failure to allow interest rate hedging motivates PEMCs to keep the
duration of their investment portfolios short, again further lowering returns to workers.

65. It is customary in most pension systems to prohibit PFMCs from using
derivatives such as interest rate swaps for speculative purposes or for leveraging the
fund. However, these types of instruments are generally permissible for hedging exposures,
provided that the PFMC can demonstrate the hedging rationale behind such transactions. It is
suggested that ASF consider allowing PFMCs to use derivative products to hedge all the risks
of the fund, provided that the PFMCs demonstrate that any transactions are for hedging and
not speculative purposes.

66. For pension fund managers, all transactions must be made through a recognized
exchange but no over-the-counter (OTC) transactions are allowed. This limits the ability
of PFMCs to buy and sell instruments such as corporate debt that is principally traded via
OTC transactions. The general rationale for such a provision is that a recognized market is
more liquid and price discovery is transparent. Given the fact that the secondary market for
debt securities in Romania is shallow with few trades, ASF should consider broadening the
access to corporate debt markets to include OTC transactions for those PFMCs that have the
capacity and the systems to mark-to-model for price discovery.

67.  The total overall risk profile of the portfolio is determined on an aggregate risk
point basis. There are, however, inconsistencies in the treatment of various instruments.
Under some conditions, due to the rationing of instruments, an equity exposure may have a
lower risk rating point than a debt instrument or a deposit in the same institution, despite
equity rankings being behind both debt and deposits in the event of an insolvency procedure.
ASF needs to review the risk profile regulation and ensure consistency in the treatment of all
asset classes across regulatory regime governing investments.
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68. The introduction of life cycle funds is under consideration by the supervisor.
Under this arrangement young contributors would initially be placed in an “aggressive” fund
with a high exposure to equities with higher volatility and better returns when they are young,
and would be moved to more conservative funds with less equity and volatility as they got
closer to retirement. This approach is popular in many countries. The PFMCs in Romania
are ambivalent about the concept based on the possible political reaction, given the possibility
of occasional negative retumns in the aggressive and medium portfolios. Some PFMCs
consider that the administrative costs of running three or more funds will further dent their
earnings.

69.  The introduction of lifecycle funds would require the ASF to rethink how it
would measure the performance of funds. At present, the measures used are first as
absolute returns (i.e., how the pension fund performed on its own) and second, relative (how
it performed relative to the market). The performance measures are driven by absolute and
relative return guarantees in the law. A different approach would be required with multiple
funds under which the supervisor would have to develop a reference portfolio and
benchmarks for the tracking of the portfolio returns of each of the sub-funds and measure
their individual performance against the benchmark portfolio performance.

70. In addition, ASF would have to rethink the absolute return guarantee under a
multiple funds approach. The concepts of adding volatility and having an absolute return
guarantee are inconsistent with such an approach. If the return guarantee was to be retained it
should only apply to the final lifecycle portfolio, which is conservative and with very limited
volatility.

D. Reserving

71. The method for the calculation of technical provisions to support the return
guarantees needs to be reviewed, as it appears to be hurting the PFMCs. The reserves
are based on future contributions that PFMCs will receive over the projected lifetime of each
member rather than the contributions received to date. The rationale behind the guarantee
fund should be reviewed given that the managers are required to over-provide in creating a
technical provision, they are tightly supervised, and thus contributions to the guarantee fund
may be excessive.

72. Both the payments to the Guarantee Fund and the need to create technical
reserves are charges against the profitability of the PFMCs. Therefore excessive reserves
or an excessively large guarantee fund are not advisable. ASF should review the calculation
of the reserving requirement and the contributions to the Guarantee Fund as part of the
overall review of the structures of the guarantees provided by PFMCs.

E. Supervision Approach
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73.  Supervision functions are highly compliance based and reporting requirements
are highly comprehensive. However, the daily reporting of net asset values of the fund
units by both the PFMC and the custodian, appears excessive. In addition, reviewing the
existence of investments that are held by a well-capitalized custodian is not necessary. The
industry reported that the on-site reviews were very long (taking up to two months, at times
three), intrusive, and frequently overlapping with the work performed by the external auditors
in areas such as reviewing the accounting records and the returns supplied to ASF. The
industry questioned the motivation for conducting extensive compliance checks, and the fact
that the supervisor applies financial sanctions and fines for relatively minor compliance
infractions.

74.  ASF should consider a gradual transition to a more risk focused review process
as described below. ASF should also review its strategy for imposing monetary sanctions
for minor issues, given that such imposition is harming the reputation of the agency in the
market. Finally, to modemnize its supervisory approach ASF staff in pensions should increase
their knowledge and expertise about investment activity and investment portfolio
benchmarking.

F. Pillar I1I issues

75. The supervisor has specifically prohibited the use of pension calculators. Such
calculations would show members what they could expect to receive in pensions from Pillar 2
and therefore would incentivize them to contribute more to the third pillar.

76. Pension calculators are a useful tool for financial planning for contributors
because they are able to project the possible pension benefits for members under
different scenarios. Such scenarios include changes in the rate of earnings on the
contributions and the amount of contributions made per period. The role of ASF includes
developing the industry and ensuring that retirees have adequate pensions on retirement and
tools for projecting such. Provided that there are appropriate caveats and warnings about
future earnings on the funds, there is no reason to prohibit the use of calculators and thus the
prohibition should be withdrawn.

77. The provisions for participating in the third pillar are requiring to “opt in”
rather than to “opt out.” This means that the fund manager has to execute a written
contract with every member even for those whose only contributions come from the
employer not the employee. This is a large disincentive for employers to enroll employees.
Experience in other countries has shown that employers are likely to embrace voluntary
pension systems only if there are no significant administrative burdens on them. An opt-out
arrangement is administratively easier and should be adopted.

78. All financial statements must be sent to fund members by post mail. There is
limited use of electronic means allowed and this adds substantially to costs. For cost and
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administrative ease, it is suggested that the use of electronic communication be exploited to
the fullest extent, and contributors be given the option.

79. Contributions including those only from employers, vest in the members
immediately. This means that the accrued pension benefits are immediately transferable and
employers cannot use pillar three pension savings as a retention strategy for employees, even
for a couple of years. If pillar three funds are to be fully utilized with the support of
employer contributions, it is suggested that a minimum vesting period of two years be applied
to assist employers to retain staff by providing pillar three pension benefits that vest later.
This is particularly so for contributions that are only provided by the employer.

80. Some regulatory/supervisory practices are overly strict for immaterial issues.
For example, if a contribution from a member or employer does not match the exact
contracted amount even to the decimal, the fund manager is instructed to reject the entire
contribution amount rather than refund the overpayment or seek the incremental shortfall.
There appears to be no rationale for this tough requirement and it is suggested that it be
removed.

81. Total tax incentives that amount to €400 per annum for both employers and
employees, are weak. Employers’ tax concessions from outlays include a concession from
social security; while employee concessions do not. Tax concessions are a most useful tool
to motivate workers and employers to make additional voluntary contributions, which in the
end, reduce the potential pension liability of the State. ASF should have discussions with the
Ministry of Finance and the Revenue Authority with the aim of simplifying and increasing the
level of tax incentives provided to both employers and employees.

G. Risk-Based Approaches

82. It has been suggested earlier in this section of the report that ASF should adopt a
more risk-based orientation to its supervision (on and off-site) activities. Such an
approach has a number of advantages including efficiency gains, focusing on the areas that
are most important thereby optimizing the use of supervisory resources, and taking a forward
looking view. It also ensures that it is the PFMC which is primarily responsible for its
business, not the supervisor. The initial cost of the approach requires training of the staff of
the supervisor and opening up communication channels for the industry to alert ASF as to
what is expected.

83. There is a relatively standard set of risks that are faced by the pension industry.
These include:

(a) governance risk — this is the risk that the Board and Senior Management of the
entity are not fit or proper for the task that they are undertaking,

28




(b) legal risk — this is the risk that the entity is not aware of its legal obligations or
ignores them and incurs legal actions against itself,

(c) operational risk — this is the risk that the business processes fail, e.g., the
calculation of net asset values, the issue and completion of investment instructions,
the maintenance of member data,

(d) investment risk — this is the risk that the PFMC does not have an investment
strategy that is consistent with the profile of its members or if it does have such a
strategy it is not measuring its performance against it and taking timely action on
deviations from such strategy,

(e) theft risk — this is the risk that the assets of the fund are stolen or misappropriated,
and

(f) insurance risk — this risk applies to defined benefit funds and funds in Romania
where there are guarantees, and it is the risk that the entity does not have sufficient
resources to meet its promises. It will also apply to annuity products once these are
developed and used in the market.

84. On the other side of the coin, the entity manages its risk by having policies,
processes and procedures to mitigate any risks. For example, an entity is expected to
manage part of its operational risk by having policies, processes and procedures to secure
members’ data such as disaster recovery strategies, separation of duties, regular backups, etc.
Further, PFMCs manage the risk of theft and fraud by ensuring that all assets of the funds are
held by a custodian thereby transferring the risk to the custodian. In addition, the entity has a
group of staff to control risk. The primary control is the person undertaking the process,
followed by risk management, internal audit, compliance officers and the external auditors.
Their concern is the adequacy of the controls that have been put in place and the extent to
which the entity is following them. As a last resort, the entity has to hold sufficient capital to
absorb any risk events that are undetected or unresolved.

85.  For the supervisor, taking a risk-based approach focuses on the abovementioned
environment and factors, and the approach should be able to address the following issues:

e Assessing if the entity identified all the risks that are relevant to it.

¢ Seeing that the supervisor agrees that the risks identified are the main risks.

* Checking if the entity has the policies, processes and procedures to measure, manage
and monitor those risks.

* Assessing if such procedures are adequate in the opinion of the supervisor.

¢ Determining if the entity has the qualified personnel to ensure that staff complies with
all the risk management requirements.

¢ Ensuring that these personnel are performing their proper risk control functions.
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e Determining if there is any evidence that any of the risk control functions have failed
or are likely to fail; and

e Verifying that the entity has sufficient capital to deal with the possibility that, despite
all the controls in place, one or more risk event might occur.

V. TECHNICAL ORGANIZATION OF THE INSTITUTION

86.  This section starts off with the assumption that the organizational structure proposed
under PWC’s recommendations will be adopted with some adjustments, and in this part of
this report such structure (though its final form was not concluded at the time of this writing)
will be used as the new baseline from which to suggest further recommendations. As well, it
is assumed that the final structure will combine the jobs of Head of Department with that of
Manager of Directorate since previously both positions essentially oversaw the same staff
complement.

A. Supervisory Approach and Organization of Functions

87. The financial supervisory function in its totality is missing several synergies of
analysis and generating inefficiencies. Beyond the issues of whether the latest updated
methodologies are being used or not, the separation of the on-site inspection (‘control’)
function versus the off-site supervision function is detrimental to the organization. This
separation results in a loss rather than a gain in information — for example, off-site’s
supervisors’ risk management reports prior to an inspection, don’t seem to be used or taken
seriously thus rejecting financial analysis information that could potentially be valuable to
guide aspects of the inspection. Similarly, the on-site inspectors’ findings only reach the off-
site unit once the reports are formalized by the board, leaving the off-site units in the dark
about any potentially significant developments with which they should update their data. /¢ is
strongly recommended therefore to merge the on and off site supervision functions under the
respective sectors. This will also allow additional fungibility of staff across both functions.

88. Merging the on-site and off-site functions provides an opportunity for
streamlining the organizational structure. Although on-site (control) functions currently
exist for all sectors under one Directorate, ASF should bring them back to the Sectors by
combining on-site and off-site staff under the sector directorate of off-site supervision or as a
stand-alone unit, depending on the staff count as per the parameters discussed above. As
mentioned in the introduction to this report, both Service Units and Directorates have rather
low numbers of staff and combining the staff per sector for on-site and off-site supervision
would result in a staff count well below the 40 recommended as a benchmark for a
Directorate.

89.  The on-site (controls) supervision effort appears excessive and focused in large
part on non-material issues. On-site inspections were reported to last between three weeks
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up to three months, the latter figure seeming almost extreme. Within this range, the shortest
visits appeared to be in the securities areas, the median ones in insurance and the longest ones
in pensions. As was noted in the above sections, several of the checks and reviews of on-site
inspectors, particularly in the pensions area but not limited to that, appear to deal with may
numerical and accounting reconciliation issues and requests for documentation to presumably
“prove” that a process exists, but which serve the inspectors/supervisors little in getting ahead
of the curve and understanding the subject institution’s various risks and probabilities of
failure or adverse developments. In any case, the lengthy inspection periods Sfor institutions
of moderate size as in Romania do not reflect good practice. The approach and methodology
needs reform with a reorientation to focusing on key issues and institution-specific risks.

90. In principle compliance checking needs to be done but this should not be the
primary focus of an inspection, especially for verification of immaterial items. The ASF
can conduct compliance checking in many areas (e.g.: asset exposure limits, background
document certificates, other) using automated computer checks against norms, or semi-
automated document downloads so that many checks can be done off-site. Routine
compliance checks should thus become baseline background data for inspections but not the
topic of them. The separation of on-site vs. off-site units exacerbates this problem.
Exploring further technology-based automation techniques with more powerful hardware
and software applications (as discussed in the next sections) will free up inspectors and
supervisors to focus on institutional riskiness issues and market risks that need to be
specifically assessed in supervised entities. This will also allow supervisors and inspectors to
devote more time to develop more encompassing categories of early warning indicators that
include, but are not limited to data from entities’ filings of financial information.

91. ASF will need to undertake a concerted effort to update and develop its risk
monitoring methodologies used in supervision. While a start would be finalizing already
initiated efforts to define a credible risk-rating and ranking system for supervised entities, the
object of the work should go beyond setting a new set of metrics. Risk indicators may be
evolving over time and not static, otherwise ASF risks going back to a compliance-checking
approach. As well, with the assistance of non-supervisory units (described below) risk
assessment methods should also include individual institutional idiosyncratic risks that may
not apply to all institutions (e.g.: for investment firms: the variety of the instruments and the
activities they engage in; or an insurance company having a much larger proportion of
reinsurance than another or a larger portfolio with catastrophe exposures). Other areas of

' methodological review involve ensuring consistent asset valuation rules JSor portfolios held by

supervised entities, across all supervised sectors, something the current Integrated
Supervision Unit (renamed below) may initiate. Since fair value accounting may not be
consistently applied in all the three sectors due to variations in applying IFRS, this also is
linked with the accounting presentation of such values.

92. In the medium-term, and to fully integrate ASF as an institution, ASF should
consider organizing itself around functional pillars with each sector reporting under a
common function. Such a structure, as used in the Czech financial supervisor (the National
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Bank — see next section) is used in other FSAs worldwide represents an organizational
structure by function rather than sector. Such a structure would fully integrate ASFs several
sectors into common technical practices (e.g., supervision pillar) while still being able to
easily communicate with their counterparts in other functional pillars (e.g., licensing). In
Romania it is understood that such a structure would require modification of the separate
charter laws for the different supervised sectors and thus would not be an immediate reform
given the parliamentary approvals needed. Nevertheless, it should be targeted as a medium
term objective for ASF once the results of the current short-term reorganization crystallize.

B. Enforcement Regime

93. There is concern by ASF’s top management that the institution’s enforcement
and sanctions regime has become untenable. From supervisors’ and inspectors’ accounts,
sanctioning seems to be the only method to ensure supervised entities obey instructions from
ASF to rectify non-compliance. It also appears that the number of sanctions issued
constitutes a performance metric for supervisors, hence, this incentivizes the issuance of
sanctions. However, it is not clear if at all times the “non compliant” issue is significantly
material to warrant a fine. In such cases a gradually increasing level of actions from
recommendations to orders to corrective actions should be issued before sanctions are
considered. ASF should review its internal regulatory framework to ensure that a such a
graduated scale of actions comprise legally binding orders requiring a response by the subject
entity.

94, A consultation with the respective industries on this issue would also be welcome
as there seems to be a lack of “respect” on both sides. Hence the recourse to pecuniary
sanctions as the main tool with which ASF is “to be heard.” However, if these are used for
less material issues, the level of respect from the industry will not increase. Developing a
scale of warnings, which if not heeded after attempts at exhorting corrective action, should
be set forth and communicated in advance to the industry, while reducing the frequency of
applying monetary fines. This regime should be reformed promptly and the Board should
relinquish its sanctions review/approval function as this in itself can also generate
institutional bottlenecks.

9s. At the other end of the spectrum the level of sanctions in general, is not sufficient
to deter misconduct. For example for serious market offenses (e.g.: trading customer shares
for one’s own account, or falsifying investment positions and holdings in any of the sectors)
sanctions should be of a meaningful proportion in relation to the entity’s capital, and if the
market impact is significant, in relation so such effect. However, the levels of monetary fines
seem overly low to deter either minor or serious offenses. Therefore, entities are happy to
pay for it or continue non-complying behavior knowing that the effect of sanctions on their
financial will be minimal. Thus, the sanctions regime also needs to be reformed in relation to
serious offenses to ensure there is a significant threat to prevent market misbehavior,
fraudulent reporting, deliberate mismanagement, siphoning of customer funds, or dereliction

of duty.
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C. The Licensing Function and Agents Registration

96. Does ASF’s work load justify a specialized dedicated licensing function? This is
particularly so in the pension sector where the main intermediaries (pension management
funds) are well established and genuine new licensing activities are scarce. As discussed in
the introduction of this report much of the resources of the licensing service units in the
pensions and insurance areas seem dedicated to registering product sales agents rather than
conducting licensing per se. In the pensions area it was reported that 50,000 agents are
licensed with 10,000 being registered per year. Similar issues exist in the insurance sector.
These agent registrations reflect just that: registrations; and the sponsoring companies
(pension funds, insurance companies) are mainly accountable for their work and
qualifications.

97. The process of agent registration is not one of due diligence but rather just
documenting self-registered agents. As such, the effort expended is mostly of registering
these product sales agents which does not seem to add much value to the supervision effort.
The process does not address material issues and is very time consuming. A potential
solution is to make the pension fund managers or insurance companies report quarterly on
their “agent fleet,” and use that as the official information on registered agents. As well,
instead of ASF maintaining a rather low added-value database of registered agents it could
deploy this effort toward more substantive work analysis and allow further merging of
Unit/Directorates. This would allow a further downsizing of the licensing units and/or
redeployment of their staff.

98. With the exception of the capital markets area, the licensing function in pension
and insurance could thus be merged with other directorates. As discussed above, and
given the benchmarks for staff count per unit and directorate, the on-site and off-site
supervision staff should work together and be merged in one directorate. Given the licensing
work program in the insurance and pensions areas, it is recommended that these units be
merged with their respective regulatory units if the latter is not centralized as per the
discussion and chart further below.

99. More important to ASF would be to register corporate actions (e.g., change in
shareholders) of supervised entities in a central place for all sectors. This function which
could usefully be centralized within the institution in a data collection location is more
important than the registration of sales agents discussed above. Since registration of sales
agents does not constitute a fit-and-proper review, if absolutely needed, it could also be a
parallel function of a corporate actions registry. However, as mentioned above the agent data
should be reported by the supervised entities who are anyway accountable for their
performance and behavior. Thus, such function under licensing should be considered for
elimination, at least in its current document intensive form.
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100. The licensing/approval function should also count on a multi-sector committee to
review full licensing decisions. Representatives of the three sectors should be on such a
committee, a process that will add a more systemic level of views and help ASF to harmonize
internal procedures across sectors. As mentioned, pending a decision on the agent
registration issue listed above, the licensing experts could reside within the new combined
supervision directorate and work as a committee for licensing of entities from the three
sectors.

D. The Research Function

101.  Market Analysis & Studies. Typically financial supervisory institutions have
substantial Departments for applying research to the analytical, macroprudential and risk
management aspects of the sectors covered. The ASF has a tiny such unit and much of its
work is used by the current Integrated Supervision area which conducts additional analyses of
risk. Thus it is questioned as to why these two units should be separated especially given
their very small staffing. This goes back to the metric of 10 staff per service unit as a
minimum for classification as a Unit. It is thus recommended that the Analysis and Studies
area constitute part of the renamed Integrated Supervision Directorate (see below).

102. Consideration of transferring an Actuarial Unit to Market Analysis & Studies
seems out of convenience and to increase the staff count of the Directorate. However,
there is likely very little systemic risk work to be done by the Actuarial unit in terms of
modeling needs and these staff will likely continue with the same functions supporting the
sectors, as they did before. With 6-7 actuaries in total, it also begs the question as to whether
so many actuaries are indeed needed in ASF. While centralization of a specific skill has its
merits and synergies and actuarial staff prefer such work versus adding on other
supervisory/control functions, adding such other functions and using them for specialized ad
hoc actuarial analysis may in fact be beneficial to the institution. Of course centralization of
the function while providing sectoral support does help to better integrate the institution and
cross boundaries though it is not clear whether the actuarial function will have a significant
impact in this context as it is indeed so specialized. Unless this actuarial unit has a solid
analytical work program to address ongoing sectoral risks on a broad basis it might be more
practical to have them continue in the units they are with diversified job duties.

E. Integrated Supervision: Policy and Risk Assessment

103. The Integrated Supervision area has potential to evolve into an important
integrating and policy-setting function. However it remains awkwardly placed in the
organizational structure to have any effective impact. Its name is also misleading and can
intimidate sectoral departments. To have an effective integrating function, the Unit should
report directly to the President as a policy-advising Department. A better name in this
regard would be: Policy, Risk Assessment, and Standards Directorate. Besides the
Accounting Regulation function being added to this Department, if is recommended to
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consider rolling the Prudential Regulation functions into this Unit and to give the Unit a
policy formulation function.

104.  The above would be consistent with the centralized approach to accounting
regulation and allow prudential regulation to be developed across sectors with common
standards and using a simplified an effective approach. Since the main task of ASF is
supervision, the regulatory function is technically shared between MoF and ASF thus its
placement is less critical than that of core supervision functions. Centralizing this would also
help to make all regulations consistent with the EU framework and norms for all sectors and
serve as a pilot for functional integration of an area covering all the supervised sectors. If it
is decided not to centralize the prudential regulation function ASF should consider holding
some (but not all) regulation staff in the Policy, Risk Assessment and Standards Directorate
(also see matrix approach discussed below).

105. The renamed Policy, Risk Assessment, and Standards Directorate would likely
need to include other functions such as research and EU affairs. EU and International
issues primarily related to emerging regulatory norms which is why all these functions meld
together into a common framework. Promoting a consistent and updated regulatory approach
would also influence supervisory processes and actions to incentivize them to migrate
towards a more selective risk-based approach. As well, for the risk analysis and research
areas (and supporting statistics unit) which already share information closely for related
work, should be combined to undertake, inter alia, macroprudential risk analysis and systemic
risk analysis and to develop indicators for assessing and ranking entities’ risks.

106.  The tables on the next page illustrate organizational structure scenarios based on
ASF’s latest plans but including some of the options listed immediately above. In these
organizational structure scenarios the first case assumes centralizing prudential regulation
while the second one does not. In both cases, the principle of forming Units and Directorates
with larger more significant staffing complements is applied.
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F. The President’s Role, Policy-Making Functions, and Support Units

107. Presently and also included under the institutional reform plans, the several support
functions report directly to the President. Many of these functions have an administrative
element to them. It is proposed to remove most of the support functions from under the
President (except the Program Management Office and Public Relations) and to add the new
Directorate of Policy, Risk Management, Standards and Quality Department to report directly to
the President. The existing set of support functions do not need direct administration by the
President and can be distracting to the President’s needed attention to policy and risk issues. As
discussed above, the inspections/control function would be removed and place with alongside
sectoral supervision Units.

108. The above implies a possible redundancy in the First VP function as all the
previously existing services (except consumer complaints) would move under the
President’s direct line of management. The support functions (Economic/budget, HR, IT,
Legal, Administration, Procurement, Logistics and other corporate functions) should be placed
under a newly created VP for Administration to handle all day-to-day support functions. Thus,
the First VP position would be replaced by an Administrative VP allowing the President to focus
his role as chairman of the board as well as on key risk issues, new policy making and setting
new standards for the institution.

G. The Legal Function

109. The sectoral functions of the Legal Directorate seem to have a heavy workload
though reform in their work content should be examined. A potential redundant legal
process practiced is that of the Directorate needing to review and approve all supervisory/control
orders or actions in line with the legislation. This function should be a reassessed since it does
not seem to add value to the institution. In the meantime, the proposed new organizational
structure lumping all sectoral related legal functions in one Unit seems lopsided (in terms of staff
count) compared to the other proposed legal units that do not deal with sectoral supervision or
litigation issues. This should thus be revisited and rebalanced accordingly. Once freed-up of
such work, legal staff could focus on the more meaningful review and drafting or regulatory
proposals. Legal staff also indicated that the institution has problems in keeping track of
documents in the workflow decision stream thus making them spending inordinate amounts of
time chasing documents for review or reference throughout the institution. This indicates the
need for modernized document tracking systems for internal consultations as well as external
queries (e.g., complaints as per the section below).
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H. Matrix Structures for Key Functions to Ensure Collaboration and Efficiency

110.  An important consideration for increasing integration and effectiveness of ASF
would be to include virtual units with staff spread across client units. This is a light form of
matrix organization which would assure that certain specialized functions report to a central
manager but work in the location of the client units. For example, legal staff working on sectors
would all work in the legal directorate but 1-2 legal staff per sector would have their office
location in one of the sectoral directorates. This would assure efficiency in communications
while having the legal personnel still be subject to norms from the legal directorate. The same
model could be applied to accounting regulations staff as well as complaints staff, If prudential
regulatory staff were centralized, as per above, this model could be used whereby their center of
reporting would be in the central unit while some staff would physically work in the sectoral
client units. Staffing may be too small in some central units to do this, but in principle this
design would greatly assist the institution’s integration.

I. Complaints and Consumer Protection

111.  Centralizing consumer protection (consumer complaints) would remove a volume of
processing from core supervision and regulation tasks while also serving as a possible early
warning indicator. A key use of complaints statistics should be to serve as an early warning
indicator on problems within a given entity. Solving fundamental weaknesses up front may
sharply diminish the volume of complaints received. In the interim, the processing of such will
need investment in a system of case management with technology automation. As discussed
above, if a central complaints unit is created it will still need significant support from the sectoral
units so it would be beneficial to have some complaints unit staff continue to have an office
location within the sectoral units (e.g., as part of a merged licensing department). Having such
staff reside in sectoral units to liaise with, but administratively under the centralized complaints
manager will ensure both proximity to the client and a consistent approach and standards for

processing these.

112. A missing aspect of the Consumer Protection unit, however, is the primary function
implied by its formal name: that is to develop a meaningful program of financial literacy and
consumer protection, for example by assisting in developing norms for entities to publish clear
fact sheets on financial products and risks, which are fully understandable to the non specialized
public. As well, ASF should clarify the demarcation of its consumer complaints role with that of
the agency for consumer protection in order to not take on a larger role than is needed and
forward its views to the agency of consumer protection once a case needs to be ruled on.
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J. The Human Resource Dimension

113. Several of the above recommendations require a serious re-casting of staff skills, re-
training and a re-hiring program. Training of staff is required to orient staff in analyzing
more idiosyncracies at the entity level of credit, market, operational, liquidity, management,
sectoral/macro and third party risks versus the mechanical checking of financials against
regulatory norms. These normms, albeit, are meant to stem some such risks but risk-based
supervision entails going beyond the general sectoral norms and using expertise to identify
individual institutional weaknesses beyond the normative checks.

114.  Staff skills to augment such a risk analysis approach will be needed with the
eventual ASF objective to reach regulatory and supervisory simplification, while increasing
the focus on risk-based supervision. A training and upgrading program for staff with potential
should be administered in the central HR Unit but the proposed Policy, Risk Assessment and
Standards Directorate, being the renamed and expanded Integrated Supervision Directorate
would be tasked with developing the content of such training program.

115. While not specifically an HR issue, to implement all the reforms discussed, a task
force and change management team should be considered. This can be coordinated by the
Program Management Office and should be useful to ensure communications are ongoing and
clear for both internal and external purposes. It should also be used as a feedback mechanism
while the reform is underway. The change process should not drag on and the new design should
be announced clearly with all details defined up-front. The task force can assist in
implementation issues and as a conduit for dialogue and communication.

116. One final niche HR issue relates to persons in key very specialized functions. In the
latter part of this report, this is discussed in the context of IT staff. But it applies to other
specialized staff such as actuaries. For example, in ASF there is only one actuary at the moment
who understands the risk modeling for the pension guarantee fund and pension company
reserves. A back up capability should be established for such functions only understood by one
person. Incentives for such staff to establish back-ups would be to reward them with a lead
expert title (and raise) if they succeeded in training 2-3 other ASF staff in the methodologies.

VI. ALTERNATIVE SUPERVISORY STRUCTURES AND THE CASE OF THE
CZECH REPUBLIC’S FINANCIAL SUPERVISOR

117. This section illustrates the organization and approach used by the Czech National Bank
(CNB) which is the integrated supervisor for securities, banking, insurance and pensions, using
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functional-based rather than sectoral-based structure. It also illustrates the corporate culture of
CNB and its ongoing active dialogue and interchange with the financial industries it supervises.

118. The CNB approach is based on:

- Asingle vision stemming from the single definition of the supervisory Objectives and
related Mission and Policies for supervision, licensing, regulation and enforcement.

- The organizational structure supporting transparent and clear division of
responsibilities and a unified (but proportionate) approach to supervision.

A. The Single Vision

119.  Objectives. The Czech National Bank (CNB) exercises its supervisory functions in a
way that leads to strengthening of the confidence of market participants (consumers and
institutions) in the financial market, in particular:

¢ by contributing to:

o the financial stability as well as the development of the market, and
o the protection of financial consumers;

e by promoting education of the general public in the financial area.

120.  Mission. The CNB develops a system of financial market supervision that has clear
responsibilities and goals. In its supervisory activities, it effectively applies its legal powers, all
the while pursuing its main objectives, above all safeguard the stability of the financial system.

121.  Supervisory actions are taken in a timely manner in a form that is appropriate to
the situation to which they respend. When proposing sanctions, the supervisor draws on the
full range of options laid down in the legislation. It does its work with respect to the powers of
other agencies of the state, with the aim of effectively fulfilling the CNB’s mission in the
supervisory area.

122.  The Czech National Bank applies its legally defined independence in the area of
supervision. This independence gives it full discretion to take actions towards supervised
institutions and other market participants. The CNB takes organizational measures to ensure that
supervision is independent of any other activities that might give rise to a conflict of interest with
its supervisory function.
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123. In its supervisory work, supervisory staff provides feedback within the institution to
ensure that the regulatory framework reflects practical supervisory experience and meets
market needs. To ensure that supervision is transparent to the public and the supervised
entities, the Czech National Bank issues reports on supervisory activities and communicates
major supervisory actions and selected findings and approaches in a prompt and flexible manner.
The CNB Mission is elaborated in the policies that include Supervision Policy, Licensing Policy,
Regulation Policy and Enforcement Policy.

B. Supervision policy

124. The CNB performs supervision that is based on a forward-looking assessment of the
risk profile of supervised institutions, proportionate to their systemic importance. This
reflects a risk-based approach to supervision as illustrated further below. This system identifies
material risks relating to the supervised entities’ activities and quantifies their impact. It also
captures systemic risks regarding the behavior of financial market participants.

125. The CNB determines the intensity of its supervision in particular areas of the
financial market and specific institutions on the basis of the outputs of this system. When
performing supervision, the CNB assesses compliance with legal requirements in the areas of
prudential rules and conduct of business rules. These two areas are supervised in a mutually
consistent manner, connecting the links between them. The CNB has a system of regular
reporting by supervised institutions and their consolidated groups. The reports defined by the
CNB contain both financial and non-financial data. The reporting system reflects a need for
exercising supervisory powers effectively in a timely manner, capturing all important risks.

126. The CNB communicates relevant findings to supervised entities using both formal
and informal communication tools. The specific form of communication is selected with
regard to the need to ensure that effective corrective action is taken and that supervision has a
preventive effect. Formal actions or sanctions are only applied after informal tools and
communications have failed to take effect in a reasonable period of time. The supervisor
undertakes follow-up checks to see that corrective actions have been taken and that the approach
chosen by the CNB was effective one. The CNB generalizes selected findings and expectations
of its views, and publishes them in the form of official information, and/or replies to frequently
asked questions.

C. Regulation Policy

127. The CNB sets the regulatory framework in line with its long-term vision supporting
the financial market development. In this respect CNB exercises its powers in a consistent
holistic manner and via the contribution of a close and on-going dialogue with the key
stakeholders (financial industry, financial consumers, central government bodies).

42



128.  The system of regulation has a transparent structure and CNB sets clear and
proportionate requirements. The CNB uses the regulatory framework to promote the market
best practices. When introducing a new piece of regulation, the CNB conducts an impact
assessment analysis. The CNB provides recipients of the regulation with a clear and consistent
interpretation - to ensure unified and meaningful implementation.

129.  As a member of EU institutions, the CNB proactively proposes requirements that
reflect specific needs of the local Czech market, having in mind the EU single market’s
development. When transposing the EU legislation, the CNB limits the use of national
discretion to achieve regulation which can be internationally recognized as adhering to generally
accepted standards and not deviating from the spirit and specifics of EU legislation.

D. Licensing Policy

130.  The CNB sets criteria to be met for granting an approval or issuing a license where
standards are based on the same principles in all areas of licensing, using a single set of
definitions. These definitions are designed to provide firms with greater clarity about the
information CNB needs, to facilitate progress towards authorization as rapidly as possible and
crucially, to provide firms with clear milestones along the path to authorization, with the
possibility of receiving authorization before they commit major resources to infrastructure
investments.

131.  Itis essential that the applicant meets basic standards that prevent undue risks to
the financial system and to customers. As long as the basic standards are met, CNB aims to
make entry, and subsequent expansion, as easy as possible. A sound balance therefore has to be
struck between the risk that new entrant institutions will fail, versus the benefits of easy entry.
The licensing process, at a minimum, consists of a thorough assessment of the organization’s
ownership structure, directors and senior management, its operating plan and internal controls,
and its projected financial condition, including its capital base.

132. To help achieve a high level of consistency and objectivity, the licensing process is
supported by the Licensing Committee (consisting of internal experts) from various sectors.
The committee delivers its independent view for the first instance of the licensing process. The
rejection of the application can be appealed. The second instance review is independent of the
first instance’s processes; and is supported by a team of CNB’s lawyers that are independent of
the first instance team, and which is advised by the Board’s Advisory Committee composed of
external experts (academics, lawyers, legislators).
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E. Enforcement Policy

133. The CNB takes a risk-based approach in selecting which cases to pursue for
enforcement which includes considering its Objectives and Mission. The CNB considers
carefully what course of action would be a proportionate response; and exercises a common
standard of fairness in the use of its powers. The CNB is selective in the cases investigates. Its
considerations include whether:

o The misconduct poses a significant risk to the Objectives;

e The misconduct is serious in nature;

e There is evidence or risk of disrupting the financial market stability;

e There is evidence or risk of market abuse;

e There is actual or potential consumer loss or detriment;

e It is a CNB priority to raise standards in that sector, or with respect to that issue.

134. The CNB’s approach is to achieve credible deterrence in respect of its legal
mandate. The CNB focuses on cases where it can make a difference to consumers and markets,
using enforcement strategically as a tool to change behavior in the financial services industry.
The CNB has a range of sanctions available and it uses these sanctions selectively to deliver
strong, visible enforcement outcomes.

135. To help achieve consistency and fairness in decision-making, all enforcement cases
are subject to two-instances in the decision-making process. The first instance’s decision can
be appealed. The second instance’s review of the matter is independent of the first instance’s
process. It is supported by a team of CNB’s attorney’s that are independent of the case team, and
advised by the Board’s Advisory Committee composed by external experts (academics, lawyers,

legislators).

136. The CNB evaluates the feedback from those involved in the enforcement process.
Publishing the enforcement action along with appropriate supervisory follow up leads other
market participants to consider whether the enforcement action has implications for their
business, systems and controls. Furthermore, publishing the details of enforcement decisions
demonstrates that wrongdoers will be held to account, and helps the industry to understand the
types of behavior considered unacceptable. The CNB recognizes a strong need to be clear and
selective about what in particular is a matter of its concern.
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F. Planning Process

137. CNB prepares a three-year strategy for each area of its core business. The Strategies
are elaborated in the Annual Plans that stipulate a detailed plan of activities envisaged. These
plans are used as a basis for the measurement of performance of CNB Units.

G. Organizational structure

138.  Governance. The supreme governing body of CNB is the Board of the Czech National
Bank. The Board sets monetary policy and the instruments for implementing this policy, and
decides upon the fundamental monetary policy measures of the CNB. In the area of supervision
it decides on strategic measures and takes decisions in the second instance for licensing and
enforcement procedures.

139.  The Board is a collegial body and its individual members do not have direct
executive powers. The Board consists of seven members, comprising the Governor, two Vice-
Governors and four other members. The Governor, Vice-Governors and other members are
appointed and relieved from office by the President of the Republic.

140.  The members of the Bank Board are appointed for a term of six years but their
terms are not parallel and typically follow a two-years sequencing pattern. No person can
be allowed to hold the position of member of the Board more than twice. A Board member may
be relieved from office only if he/she no longer fulfills the conditions required for the
performance of their duties or if they have been guilty of serious misconduct. A member eligible
for appointment may be any citizen of the Czech Republic who:

Is fully competent to perform legal acts;

Has completed a university education;

Is determined to be of integrity;

Is a person of recognized standing and professional experience in monetary matters or in
the area of the financial market.

141.  Executive powers are exercised by Executive Directors who are Heads of
Departments. Each department has no less than 50 staff members. The Department consists of
Divisions that have no less than 10 staff members each. CNB’s Organizational Chart does not
recognize other organizational units but they can be established by the decision of the Executive
Director. For Teams, these can be no less than 3 staff members.

142.  The Executive Directors are appointed and can be relieved only by the decision of
the Bank Board to whom Executive Directors report. Executive Directors of the core
business report to the Board regarding their activities in written form, on monthly basis. Their
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performance is measured against the key performance indicators (KPIs), and their salaries and
bonuses are approved by the Bank Board. Each Department has its own budget. The Executive
Director decides about the allocation of resources (respecting the General Budgeting Rules).
Potential conflicts between Executive Directors can be resolved only by the Bank Board. All
these measures support independence of Executive Directors.

H. Organization of Supervision

143.  Supervision is organized so that information flows smoothly and appropriate
decisions are taken at every level of governance. CNB applies measures to avoid conflicts of
interest between its supervisory work and the private interests of its staff (Ethical Code is
supervised by the Ethics Committee). The CNB provides adequate resources, including material
resources, to ensure independent, competent and effective supervision. When allocating its
resources, it takes into account systemic supervisory priorities based on the risk profile and
systemic importance of supervised institutions.

144.  The supervisory activities are performed by three departments:

e Supervision Department;
e Licensing and Enforcement Department;

¢ Regulation Department.

145. The original division of the supervisory departments by financial market sectors
was replaced in 2008 by a function-based organizational structure. CNB has been the
integrated supervisor of the Czech financial market since April 2006. This set-up has proved
fully successful amid the persisting global financial and economic crisis. According to the
experience of CNB, it provides following advantages:

e Flexibility in day-to-day communication and decision-making;
¢ Information-sharing synergies across sectors;

e Coordinated communication with supervised entities, foreign supervisors and other
counterparts;

e Stronger position in crisis situations;
e Financial stability monitoring on the level of the whole financial market;

e Ability to analyze the spill-overs of risks across the sectors and their potential impact on
economy;

e Sharing expertise and experience across sectors;

Unification of supervisory tools and techniques;
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* Synergies in reporting (a single design process, common formats, a shared database, etc.).

146.  As mentioned, the backbone of supervisory activities is the risk-assessment system.
The uniform and consistent performance of these activities is assured by the Supervision
Manuals. They have a modular design and contain a detailed description of supervisory
activities to the level of detail of individual operations and applications to specific cases.

147. The Supervision Manuals set the frequency and outputs of all supervisory activities,
responsibilities of staff members involved, input data of supervisory analysis, detailed
description of the analysis, and qualitative and quantitative benchmarks for the evaluated
areas. They limit a possibility of individual failure, assure the appropriate treatment of
confidential information and establish conditions for maintaining the audit trail of all relevant
processes. They also support the system of the KPIs.

148.  Supervision works with set of data stored in one database and in the case of
financial statements, Supervision’s Dashboard/Early Warning System (the set of
predefined indicators) is applied to analyze incoming data. Some of the data is shared with
the Monetary Policy Department (respecting Chinese wall policies). Individual staff members
can customize the system by adding their own indicators. Other data is analyzed using either
predefined alerts and algorithms (typically transactions data) or individual queries (typically the
Credit Registry Database). Specialized IT tools support banks’ and insurance companies’ stress
test exercises or quantitative actuarial assessments. Prudential regulation pillar 2 processes
(ICAAP/ORSA) are integrated into the risk-assessment system.

149.  All documents and signatures are processed electronically. As a public institution,
CNB has the obligation to communicate electronically with all entities other than natural
persons. All of them have automatically established e-mail boxes in the Czech Post Office’s IT
system and use electronically signed documents.
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I. The CNB Organizational Chart

Member Member Vice-governor Governor Vice-governor Member Member
Executive Director Executive Director Executive Director
Off-Site
g Unit Licensing Unit Prudential S.
Unit
Off-Site Conduct
Reporting Unit issuers Unit of Busi S.
Unit
Internationat On-Site
| Enforcement L
Cooperation Unit Pr S.
Unit Unit
On-Site Conduct
of Busi S.
Unit

Note: Each Department includes Units covering specialists from all the main sectors.

J. The Design of the Supervision Department Organization

Conduct of

Business

Prudential

Off-Site On-Site
Off-Site On-Site
Prudential Prudential
Supervision Supervision
Off-Site On-Site
Conduct of Conduct of
Business Business
Supervision Supervision
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K. The Risk-Based Approach

150.  The Risk-based supervision system is designed to assess a risk profile of the
supervised entity and an impact of its potential failure. A risk profile reflects the level of
credit, market, operational and liquidity risks (risk exposure), and the process of managing and
mitigating these risks (the risk management and control system). A simplified example of the

format is illustrated below:

Credit Risk | Qualitative assessment of credit risk

0% 2 Quality of IT systems

Nk Risk Exposure Risk management and control sysiem REKC Overal risk score
Category Risk indicator Rating| Weight | Rating A Rating | Weight | Rating Score Weight |  Score
Average rating of bonds 1 15% Quality of management 1 15%
2 2 20% 2 2 20%

IR - e e O

151. The risk profile is assessed alongside the impact of a potential failure of the institution
and they are captured by a heat map (below), which helps to prioritize supervisory activities.

Risk profile
1 2 3 4

Impact
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VII. BUSINESS ARCHITECTURE

152. The business architecture review analyzes how an organization functions and
identifies opportunities for realizing quality and efficiency gains. Business architecture
represents the “blueprint” for how an organization operates. It describes the networks through
which authority, information, and work flows within the organization. This first part of this
section elaborates on the current challenges with the existing business architecture. The second
part describes the target architecture and the recommendations relating to organization, process
and technology improvements.

153. The findings presented below represent the collective functional enhancements
needed to create a target state for the ASF involving more standardized, simplified, and,
over time, automated processes, allowing to better leverage the use of ASF human,
technical, and financial resources to achieve the Authority’s goals. The findings are
described below in the following sections:

Governance/Decision-Making
Organization Structure and Culture
Core Functions

Support Functions

Information Technologies

A. Current State Assessment: Governance/Decision-Making

154. There is a need to define ASF’s Strategy to guide its activities. It is understood that
the new Strategy will be established once the reorganization is completed. This step is essential
to guide the activities of the organization in the new structure. The performance metrics needs to
be developed to link ASF’s objectives to its program execution. ASF’s Strategy will strengthen
its ability to direct its activities and limited resources to the priority areas that have the greatest
value and impact.

155. The decision making process is cambersome and involves multiple levels of
approval. The Legal Department is consulted in most of the steps in ASF’s business processes.
Approvals are escalated starting with the Unit Head all the way through the Board level. For
example, in provisioning licenses for entities in the Pension sector, multiple signatures from
senior management are required for routine operational tasks such as authorizing the
establishment of the entity, change in the Board members, changes in capital, and changes in
ROF. Vice-Presidents are signing-off for around 30 documents, the President around 50
documents, and the Board around 50 documents for all type of entities associated with the
issuance of licenses.
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156.  Staff at the working level are not empowered to make decisions. Given that existing
multiple approval processes described earlier, staff at ASF spend most of their time “chasing
signatures”. To ensure timely response to ASF stakeholders, decision making authority should
be delegated at the functional level with the appropriate controls in place.

B. Current State Assessment: Organizational Structure and Culture

157.  There is limited collaboration across sectors and across functions within a sector.
For example, the Capital Markets Supervision unit does not get a chance to comment on draft
regulation until it is placed on the ASF website for public consultation. Only the Board
Inspection Note and findings (accompanying the final report of the on-site inspection) is shared
consistently with the off-site supervision team (e.g. pension).

158.  There is limited communication to ASF Staff. ASF staff members are not adequately
informed or have limited access to information on developments in ASF. Given that this is a
transition period, constant communication to staff is essential to help with change management.

159.  Specialized skills and related activities are spread across the organization.

Currently, statistical and legal staff (who provide legal advice to sectors) are now centralized and
provide support to the other functional areas in the organization. This model allows specialized
services to be leveraged across business areas. At the same time, it provides staff career
enrichment opportunities to work in multiple areas and further enhance their skills. Other
potential areas for consolidation should be considered, including Accounting and Regulatory
support.

C. Current State Assessment: Core Functions

160.  Responsibilities for supervision are diffused among several groups. Currently, the on-
site supervision function is performed by the Control department that is separate from the
sectorial supervision departments responsible for off-site review. This creates a limited flow of
information across departments and to senior management.

161.  The processes involved in ASF’s core functions, such as supervision, consumer
complaints and regulations are different at the detailed level. However, based on the
workshop conducted, there are a lot of similarities between the business processes across the
sectors. For example, at the aggregate level, both the onsite and off-site supervision processes
across the sectors generally follow the same workflow from Information Gathering, Information
Analysis to Enforcement and Reporting. Similarly, the issuance of regulations, norms or
internal procedures generally follows a similar process and can be standardized. Further,
handling consumer complaints across sectors can have common workflows that could be
standardized. Annually, ASF receives a large number of complaints, with the insurance industry
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having the largest number. Although these complaints are handled by the Complaints units
across the three sectors and will have a different response time requirements, the processes
across these sectors are similar. This also allows for aggregated reporting of information
regarding the number and type of complaint that will better allow for risk detection.

162. ASF’s current business processes are comprised of several steps requiring multiple
levels of approval and legal reviews. The example on supervision is illustrated in Figure 1 and
Figure 2. Overall, based on a brief analysis, off-site supervision activities for one regulated entity
involves around forty four (44) high-level steps (including the enforcement workflow) and
around nine (9) “actors”. In general, it is estimated that off-site supervision takes around one
month to complete, depending on the clarifications needed and the complexity of the entity. For
on-site supervision, preliminary analysis indicates around twenty five (25) high-level steps (from
when an entity provides comments to the final inspection reports), and around eight (8) actors are
required to complete the activity. As indicated earlier, multiple levels of approval by
management including the President/Vice-president and/or Board are required for routine
operational documents, such as the inspection report, amendment note, and legal notice to the
entity. For the reporting activities, given the lack of a central repository of data and reporting
tools, an inordinate amount of time is required to collect the data, validate and reconcile across
multiple sources and generate the report.

163. Regulated entities provide data to ASF both in electronic and (mostly) paper format
as required by some regulations. Although a full inventory was not conducted, ASF receives
electronically approximately 47 unique file types from 64 regulated entities in the Pension sector,
28 unique file types from over 500 regulated entities in the Insurance sector and 223 unique file
types from over 250 regulated entities in the Capital Markets sector (See Figure 3). Despite all
the information collected, it is not clear how all these information are being analyzed to support
the functions and mandate of ASF.
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164. ASKF’s core functions are conducted manually without the benefit of automated
tracking, notification and auditing capabilities. The workflow within ASF is done manually,
with “staff waiting at the corridors” to get signatures required to move the process to the next
step. Department heads are reliant on individuals to provide them updates on the status of the
units various activities. Department heads have no easy way to keep track of the status of the
reviews. Stakeholders communicating with the Agency do not have an easy way to keep track
on the status of their inquiries.

165. Data is not shared across ASF. Currently, data and information collected is only
available to the unit responsible for the data collection. For example, documents/information
submitted by regulated entities are only available within the competent function (onsite
supervision, offsite supervision, complaints) as opposed to a centralized repository. Staff would
have to contact their colleagues if they need information on an entity. Outgoing formal
communication from ASF is also delivered on paper, assigned a number and linked to a
registered file. Again, this document is only available within the competent function. Thus, easy
access to information is hampered by the lack of a central database that supports all the regulated
markets. With existing practices, ASF staff is precluded from having an integrated view of an
entity across different functions or events.

166. Analytical functions at ASF seems to be limited. Currently, basic reports created
mostly in Excel worksheets are provided to Management to measure the activities of the
organization. Most of these measures are primarily basic input/output measures such as the
number of consumer complaints received and processed, the number of inspections, etc..
Regulating the industries under its purview essentially is limited to “checking off boxes”, rather
than, for example, conducting a robust economic analysis on impacts to the regulated markets.
As ASF shifts from rules based supervision to risk-based supervision, analytical capabilities are
critical to support the new operating model. This will also require the requisite technology
support to analyze potentially large volumes of data to detect patterns, trends, and anomalies in
the regulated markets.

167. Documents and records management standards and processes are limited. The units
and processes in ASF currently address the archiving aspects of paper documentation (Archives
unit) and classified national security information (Confidential Information Units). However,
this function needs to be extended to the management of electronic documents. Electronic
documents, like paper documents, must be managed to protect its confidentiality and integrity.
Electronic documents, like paper documents, has a lifecycle and needs to be managed starting
from the acquisition, creation, review, updates and retention/disposition.



D. Current State Assessment: Support Functions

168.  While the Human Resources, Financial Management and Administrative functions
are supported by several specialized systems and excel spreadsheets, there is a need to
integrate these systems to ensure operational planning and management controls. Data
from ASF’s payroll system is manually being entered into the accounting system. Expenditure
requests are being entered into one system to verify budget availability, and then subsequently
entered to another system to commit the expense (assuming budget availability). Many of the
processes supporting the administrative function are still manual and paper-based, requiring
multiple levels of approvals within ASF. The HR department maintains personnel records on
paper and much time is spent in accessing and retrieving data for decision making. Further,
ASF’s revenue management system is deemed to be limited and needs major improvements.
Overall, development of annual plans (e.g., procurement, budget planning, staff planning, etc.)
are labor intensive given the lack of system integration across the various worksheets and stand-
alone systems.

169.  The HR department is currently undertaking the development of a skill-based
competency framework for management staff positions. This framework will be applied to all
staff positions in the next phase. As such, it is critical that the staff accountabilities and
responsibilities are defined and be supported by the appropriate competency framework.

170. A review of ASF’s procurement processes especially in the area of Direct Purchases
needs to be undertaken. Substantial numbers of expenditures are conducted through Direct
Purchasing even for capital assets (e.g., computers. equipment). By pooling these expenditures
and establishing alternative procurement methods, it is possible to realize cost savings. Further,
additional saving may also be realized by reducing the transaction costs of managing and
controlling these direct purchases.

171.  Key person/function risk exists in Payroll. Currently, the Payroll system is internally
managed within the Payroll Department. The computer hosting the Payroll system and data is
physically located in the Payroll Office. Although access to the system is limited, management
controls of this highly critical system need further attention.

172. The communication function is limited, only covering both media relations and
internal communications. Consultations revealed that there is a lack of trust in the institution.
ASF needs to actively promote its activities in the market and media. At the moment, there is no
overall communications plan that is aligned with the priorities of ASF.

173. ASF IT does not meet the Regulatory IT Audit Requirements that ASF (will) impose
on its regulated entities. There are no policies and procedures relating to the management of
Information Technologies to ensure information security, privacy, business continuity and
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disaster recovery needs. The current IT strategy is focused on technologies. The Strategy has to
be revised to align with the overall strategic direction of ASF and needs to address the people
and process dimensions of [T operations.

174. Data/Information Management function does not exist in ASF. All business
processes in ASF involve the acquisition/creation, review and edits of data/documents. To
standardize the management of data in ASF, skilled resources will be required to identify, map,
and create the necessary rules and processes to ensure that data are used consistently and
accurately across the organization, promoting a single version of truth.

E. Current State Assessment: Information Technology

175. Multiple systems that are not integrated support the functions of ASF. Currently,
multiple systems exist for each sector, nine (9) for Insurance, thirteen (13) for Capital Markets
and seven (7) for Pension (See Figure 4 below and Annex I for detailed information). Most of
these systems collect data from the regulated entities through a secure web interface (or client
server application for capital markets) and are only available to unit responsible for the function.
Each of these systems have their own data repositories, file systems and reporting tools and are
not readily accessible to all ASF staff. These systems do no fully support the operations of the
sectors. For instance, in the case for capital markets, there is a need for better systems to support
data collection from intermediaries.

176. Licenses for key IT systems are not maintained. As such, necessary updates to the
software are not made. In some cases, ASF does not have the rights to make changes to the
software. This creates the situation where critical systems are not properly functioning to
support ASF’s business processes.

177. Despite these systems, local office automation tools (Word, Excel) were developed to
support ASF business processes. Numerous excel spreadsheets and word templates are
created across the units to keep track of its activities and support Management reporting. For
example, consumer complaints are tracked in local spreadsheets. As such, issues are not easily
tracked, and the workflow cannot be easily monitored.
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Figure 4: IT Systems supporting ASF Business Functions
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178.  The Registry System in ASF does not fully support the document management
requirements of ASF. This system is not linked with the execution of the business processes at
ASF. It does not manage the lifecycle of electronic documents, from creation and storage, to
archiving or destruction of documents.

179.  The Administrative Functions are supported by multiple systems that are not
integrated. Specialized systems (e.g., CIEL for accounting, SINTEC for budget control,
PRIMA for Payroll) exist but are not integrated. As such, internal controls are not automated
and dependent on manual reviews. Further, an integrated revenue management system must be
implemented to manage the fees ASF charges to its regulated entities.

180.  Operational risk exists in IT. The current IT infrastructure is not properly set up to
support business continuity, disaster recovery and information security. ASF lacks the
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technologies and operational procedures to protect the privacy and integrity of the information
needs to be strengthened given the types of data collected by ASF.

F. Target State Business Architecture

181. The Target Business Architecture presented in this section of the report is a high
level architecture that can be achieved in the medium term. In developing this target
architecture, guiding principles were assumed and applied to the high level analysis conducted in
this (abbreviated) business architecture assessment. As such, the target state business
architecture described in this section is illustrative and not prescriptive. It needs to be reviewed,
revised and re-defined as more detailed information gathering and analysis is conducted.

182. The (illustrative) Modernized ASF is best described as:

e ASF is driven by principles (or values).

e ASF is guided by an overall Strategy to achieve its mission with clear goals/objectives
and performance metrics.

e ASF promotes a high-performing work environment that attracts and retains a skilled
workforce, including leaders who provide strategic direction and motivation.

e ASF encourages a collaborative work environment across functional areas and sectoral
disciplines.

e ASF leverages information and technologies to efficiently and effectively support its
activities.

o ASF optimizes its limited resources by focusing on activities that yield the greatest value
and impact in regulating and supervising the pension, insurance and capital markets,
continually improving its operations and ensuring internal controls.

183. Changes relating to governance, organizational structure and culture, the operating
model (i.e., supervisory approaches), accountabilities and information technologies will be
required to evolve to the target state. Therefore the migration to the target state needs to be
considered in parallel with a prior legal and regulatory.

184. The subsequent sections on this report elaborate on the principles and
recommendations on evolving towards the illustrative target state architecture. In terms of
sequencing, it is essential that the principles are first articulated and agreed upon at ASF. The
principles drive the development of the target architecture. The implementation of the requisite
changes should be phased, depending on the overall priority/focus area of action.

185. The following are the guiding principles used to articulate ASF’s illustrative target
business architecture:
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* Efficiency, transparency and fair-mindedness in the way a regulatory authority goes
about its business enhances its reputation for objectivity, integrity and independence.
Activities and processes are managed with transparency and clear accountabilities based
on principle of cooperation.

o ASF is visible and accountable to the general public and business community.
o Collaboration across functions and sectors is the norm for ASF staff,
o Staff are empowered to make decisions at the functional level.

® ASF procedures, processes and regulations are standardized (across common functions),
simplified, streamlined and in line with EU Directives and international standards and
principles.

¢ ASF attracts and retains adequate, skilled human resource capacity.

* Supervisory tools are optimized to ensure markets function efficiently and competitively
and are vigorous, efficient and free of undue restrictions.

® ASF Activities are driven by its Business Strategy and objectives and enunciated by
KPIs/metrics.

186.  The ASF Target Business Architecture is a functional view (vs. organizational) of
the activities that support the execution of ASF’s mission. Common activities are grouped
into functions to help identify areas of business process standardization. Business process
standardization will:
e improve internal and external transparency,
¢ enhance operational effectiveness through simplified, and over time, automated
organizational processes and procedures,
align the roles of staff and units to the institutional targets and objectives, and
provide clear rules for accountability, pushing responsibilities to the lowest operational
level.

187.  As shown in figure 5, the target ASF Business Architecture is composed of activities
relating to Strategy, Core Functions and Support Functions, regardless of the sector of
focus.

o Strategy. The strategy function sets the strategic direction of ASF in achieving its
mission. It identifies the objectives and priority areas of focus. It facilitates the
development of the business plans required to achieve its objectives. It monitors ASF’s
progress in achieving its objectives through key performance indicators.

¢ Core Functions. Core functions are those activities that directly support the achievement
of ASF’s mission. Based on the limited functional review, ASF conducts supervision,
develops regulations, responds to consumer/stakeholder inquiries/complaints, and
conducts market and economic analysis. These core functions are relevant in all of the
sectors under ASF’s purview. As indicated in the current state assessment, these core
functions have not been integrated and are still operating on a sectorial basis.

e Support Functions. Support functions enable the activities of ASF. Unlike the core
functions, the support functions are already integrated across all sectors.
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Figure 5: Target Business Architecture
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188. At the operational level, the business processes supporting the target ASF Business
Architecture are characterized by:

e Standard processes support the acquisition, creation, review and editing of documents at
ASF from data collection to reporting. Overlapping steps, as well as those that do not
add any value to the overall outcome, are eliminated (e.g., multiple, redundant reviews
and approvals will be reduced while assuring compliance to policies and laws). The
standardized processes are event-driven supported by clear business rules.

e Guidelines defining the business rules promote the systematic use of the standardized
procedures.

e IT systems support these standard processes by making all activity of ASF units traceable
on a computer system.

o Entity data and documents are electronically submitted and classified based on
standard templates and attributes.

o Any information circulating within the ASF is scanned and classified (tagged) in
accordance with predetermined protocols and assigned to an entity file.

o Entity files are available on a real-time basis to those with access rights.

e Core functions including supervision, consumer complaints and regulation processes are
run in accordance with the revised roles and accountabilities as defined in the revised
ASF ROF and Operational Procedures.
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o Each step of the process are linked, where applicable, to a standard form used by
the operative units to create a uniform style within the institution.
¢ Each activity of the ASF, including the use of staff resources, is traceable and measurable
through these performance indicators. The performance indicators enable Senior
Management to verify at any time during the strategy implementation period whether the
activities of the institution are on target or need to be refocused.

189.  An illustrative Target State Business Process is illustrated in the next highlighted
section. Using on-site/off-site supervision as an example, the next section describes an
integrated on-site/off-site supervision function supported by an empowered Supervisory team,
simplified processes, access to consolidated information and automated workflows.

See box on next page
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Dlustrative Target State: Integrated On-Site and Off-Site Supervision

Common Activities: The future workflow will follow standardized and common business processes that are fully
automated across all three sectors:

Offsite | Onsite
Team Assignment X
Inspection Scope
Information Gathering
Information Analysis
Inspection

Enforcement

Risk Profile

Reporting

El Sl B I bt e
LI e P B L B B

Team Assignment: In the future state, supervisory teams are assigned to be responsible for both offsite and
onsite. Supervisory teams can be responsible for one specific entity, in the case of large complex entities, or be
responsible for a portfolio of entities. In both cases, supervisory teams are led by a senior staff member and include
a number of specialists. The team's supervisory teams interact directly with members of the entity’s management
across various business lines and control functions.

(i) Offsite Review

Information Gathering. In the future state scenario, the entity submits information online through automatic file
upload (e.g. Excel, XML, XBRL) according to predefined templates. Business rules for automatic data validation
are performed by the system which detects exceptions indicating possible data entry errors such as unusual ratios or
trends (e.g., capital and type of assets on the balance sheet meets the legal requirements). Documents (electronic or
scanned) submitted as attachments are classified by pre-defined attributes (e.g., entity ID, title, date, type of
document, author), stored in the document management system and linked to the entity by an entity identifier. The
supervisory team is being presented with an electronic history sheet for the entity automatically populated with data
from the last five reporting periods. As a basis for their analysis, the supervisory team uses a working sheet with all
the areas that need to be reviewed and with all the ratios already calculated. If information is not reported, the
supervisory team contacts directly the entity.

Information Analysis. Supervisory team spends now most of its time performing the analysis of the data and
documentation submitted. Business rules and calculations provide immediate early warning indicators on submitted
data. A quick calculation to compare the current reporting period to the previous one can highlight early warning
signs, empowering better decision making. If a breach is found during the analysis (e.g. breach of the minimum
capital), supervisory team contacts the entity directly to clarify and/or to arrange for the data to be resubmitted, and
archive the results.

Enforcement. If the analysis shows that a breach has occurred, a notification is prepared by supervisory team and
approved by the Head of Unit and/or Director on an exception basis. Supervisory team will follow-up. The
examples below show situations where there is a need to have the Head of Unit and/or Director involved.

Example 1: If a $1 million dollar building appears on their balance sheet, the supervisory team contacts the entity
to find out if it is a mistake. Since 99.999% of the time it would probably be that someone has put the exposure
on the wrong line of the form, this task should not require a complex process to fix. As such, the entity should to
resubmit the forms. If, however, it is a breach, i.e., the entity should not have that much in land and buildings
will be directed to sell, this needs to be escalated to the Director.

Example 2: Under the norms, the entities have fixed upper limits for investments, e.g. not more than 30% in
equities. If they were right on the limit on June 29 and on June 30 (i.e., the report day), there is a sudden




increase in prices which takes them above the limit, then this is an acceptable situation in the short term.
Normally the entities would be given a time limit, e.g. 7 days, to get back within the limits. Under this scenario,
the supervisory team would contact entity, seek an explanation, tell the Head of Unit and get the agreement of
the entity to sell down within the time specified by the ASF.

Risk Profile. The supervisory team creates or updates the entity risk profile. The risk profile is built upon multiple
data sources (e.g., financial returns, corporate profile, market statistics, market developments, recent assessments of
entities’ internal risk systems, inspection packs) and results in a set of indicators of risk with graduated scales
providing a complete and holistic risk profile of each entity. The risk assessment reports indicating the risk levels
by entity guide the focus of on-site inspections and choice of entity to be inspected.

The computer generated risk profile template that the supervisory team fills in after every activity related to that
entity would have the following sections:

Name of entity

Date

Supervisory team

Reviewed by:

Overall risk rating _ Numeric rating Qualitative rating Overall rating

Risk 1 (e.g. | Significance Raw score Modified score
Investment Risk) ‘

Description

Risk 2 (e.g. | Significance Raw score Modified score
Operational Risk)

Description

Reporting. Supervisory teams create summary reports that show the risk ratings of the entities. . This is supported
by a business rule that say an entity with, for example, an overall rating of 3 or above is a highrisk,2t02.9is
medium risk, etc. An example is shown in the table below:

Entity Investment Legal Governance Operational Capital Overall®
ING 3.1 2.6 2.9 1.9 2 2.75
BCR 3.0 2.8 3.1 23 2.2 33

These reports should be available to the Director at any time. Ona quarterly basis, the information from these
reports can be integrated into the reports sent to the Board. The reports be should standard across all entities and
sectors and be automatically generated. For example, the Director would say there are ten pension funds in the
pension sector, list them out and their risk score. For those that are in the high risk category, the Director would
note what drove the overall rating (e.g., operational risk was deemed very high because there is no computer backup
of data). The Director would also report on movements between the risk categories, e.g., BCR was medium risk
last quarter but has been re-rated to high because it bought a $1 million building and has not sold it yet. One of the
critical things is that every time a supervisory team makes a change to a risk rating, it is captured and logged in the
system so that ASF can have a an accurate picture over time.

2 These numbers are not additive i.e they are not meant to be the sum of the numbers to the left but are weighted averages. The
weighting factor is the “significance” of the risk to the total risk profile of the entity. For example, for an entity that outsources
most of its operations the significance of operational risk would be low and the significance of outsourcing risk would be high.
Conversely if it did most of the operations itself, the significance of operational risk would be high and outsourcing risk low
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Board Exception. The Board will exercise its decision-making power only in exceptional cases (e.g. the company
goes bankrupt, the Board of the pension fund management company, insurer or intermediary is to be removed or the
ASF is to appoint an Administrator, i.¢., Statutory Manager).

(ii) Onsite Supervision

Inspection Scope. An Annual Inspection Plan includes the order and time of inspections. The Risk Profile reports
may provide changes to the annual inspection plan and the adjusted inspection plan is approved by the Director but
not by the Board.

ASF takes a risk-focused approach based on an inspection plan that is customized to an entity’s risk profile and
organizational structure. Under this risk-focused approach, activities are identified; those likely to pose the highest
risk to the entity receive the most scrutiny. The supervisory teams employ the assistance of specialists with skills
tailored to the specific activities, e.g. actuary, accounting specialists, as needed.

Information Gathering (preliminary). Supervisory team reviews preliminary information such as previous
inspections, offsite reviews. This information is now easily accessible from the electronic system and can be
compared electronically to threshold prudential norms and their deviations. The supervisory team also gets a pre-
populated workbook with the entity information (e.g. capital, latest capital ratio, liquidity, asset exposure), risk
profiling and market statistics. The team leader sends the Notice of Inspection and Preliminary Request of
Information to the entity (no approval from management is required).

Conduct Inspection. The team conducts the inspection and completes the workbook to record their activities.
Presentation and final validation of the findings to the entity is conducted onsite. The Inspection Report is prepared
by the supervisory team. The report is approved by the Head of Unit and/or Director on an exception basis.
Enforcement. See offsite supervision.

Risk Profile. The supervisory team creates or updates the risk profile.

Reporting. See offsite supervision.

Board Exception. The Board will exercise its decision-making power only in exceptional cases (e.g. the company

goes bankrupt, the Board of the pension fund management company, insurer or intermediary is to be removed or the
ASF is to appoint an Administrator, i.e., Statutory Manager).
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G. Recommendations: Governance

190. The recommendations are preliminary based on a limited assessment. As indicated
earlier, these recommendations assume that all the principles defined earlier are relevant to
ASF’s operations. It also assumes that the ideal Target Architecture described in the previous
section is accepted at ASF.

191. To achieve process standardization, a pragmatic and balanced approach needs to be
taken to define a revised accountability framework to ensure operational efficiency,
segregation of duties and compliance to regulations. A risk based approach needs to be taken
to rationalize ASF’s accountability framework. For example, accountabilities and decision
making authority for routine, low risk transactions or activities should be delegated at the
working level. Activities that have a high strategic impact on the operation of ASF and its
regulated markets need to be the focus of Management. Materiality in terms of financial,
operational or reputational impact should be assessed in rationalizing the accountabilities and
process flows. A Working Group led by the Policy, Risk Assessment, and Standards function
with members from all the core functions should be established to rationalize accountability
framework. Rationalization of the accountability framework can be used to inform the review of
the technical job streams in the skill competency framework. Initiatives to improve ASF’s
transparency should also be identified (e.g., minutes of Board Meetings).

192. The Governance Model at the Board Level needs to be reviewed in light of the
revised accountability framework. Based on the defined principles and accountability
framework, the responsibilities and composition of the Board needs to be re-defined including
migrating toward a Board having non executive functions. At the very minimum, the Board
needs to set the strategic direction of ASF to achieve ASF’s mission and lead the advocacy of its
mission to the market players, government entities and other key stakeholders. Board decisions
should focus on strategic issues and cases that have the highest impact on the performance of the

market.

H. Recommendations: Organizational Structure and Culture

193. Improve communication between all staff. Ensure that staff is kept informed and up to
date on all change developments in ASF through various formal measures: regular staff meetings
and executive management briefing sessions, use of a staff noticeboard, etc. Promote creation of
cross-sectorial working groups to address priority issues like standardization of business
processes, business requirements development for integrated reporting. These working groups
will enable ASF staff to interact outside of their normal duties and foster collaboration.
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194. A dedicated strategic and portfolio management function under the President needs
to be established. This function would coordinate and link the strategy planning process,
program execution activities and the results framework to help ensure consistency across the
institution. The Function will support, inter alia, Strategic and Performance Management,
Annual Business Planning, Portfolio Management, Change Management and External Projects
Management.

195.  Consider further consolidation by centralizing the pool of specialized skills in areas
like Accounting and Regulatory. This will enable ASF to leverage these limited skills across
all functional areas as well provide staff with career enriching opportunities to be broadly
exposed.

196. Formalize the Information Management Function at ASF. Information must be
designed and managed to ensure that it can be quickly shared, analyzed and Jjoined with other
information about the same entity or individual. As such, data and information standards are
essential to enable interoperability across all sectors and functions. These include establishing
common reference data/nomenclature, master data about regulated entities and information
classification schemes to facilitate the retrieval and reporting of information. The management
of information is normally undertaken information stewards.

I. Recommendations: Core Functions

197.  Supervisory teams assignment. As a follow-up to our recommendation of integrating
off-site and on-site function within a sector, we recommend that both on-site and off-site
activities are performed by the same group of supervisors that are pre-assigned on rotation basis
to one or several entities. It will allow for a more efficient and better off-site monitoring process
as the people who are performing the off-site supervision have been to the entity and do
understand the entity’s business plan and staff. The supervised entities will feel more
comfortable with this approach as they will work consistently with someone who they know
already. This will allows for more rigorous supervision and better flow of information to senior
management, thus, senior management do not have to go to several different groups of
supervisors to find out pertinent information on a particular entity”.

198.  Streamline and standardize the ASF core processes, i.e., Supervision, Regulations
and Consumer Complaints, for common functions from information gathering to reporting
activities. We recommend the establishment of a Working Group with members from all core
function to perform this activity before system implementation starts.

3 See International developments in the organizational structure of financial services supervision by Kenneth K
Mwenda and Alex Fleming (2001)
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199. Enable electronic submission and filing of entity documents and data based on
standard forms and descriptors. The newly established Information Management function will
be responsible to facilitate discussions and gather requirements on the standardized forms and
documents that need to be automated across all sectors. It will define and enforce protocols for
filing core official electronic documents and files in the enterprise document management
system.

200. Consolidated data and documents repository for reporting and end-user reporting
tools for self-service. Investments in technologies, accompanied by process changes, will
enable ASF to consolidate the data and documents collected and generate reports more
efficiently. An enterprise Electronic Document and Records Management System, Case
Management Systems and Business Intelligence Solutions will need to support the consolidation
of information and enable staff easy access to the data.

J. Recommendations: Support Functions

201. Communication function needs to be strengthened. This unit would be responsible, for
media campaigns, financial education in addition to the media relations and internal
communications function already performing.

202. To enhance its human capital, ASF needs to invest in updating its staff skills.
Learning budgets must be allocated to enable staff with keep pace with the changing regulatory
environment. Technical training in, inter alia, risk based supervision, Solvency II framework,
are essential courses that are needed at this time.

203. The corporate IT function needs to be strengthened. The IT functions needs to
perform at the level expected of the regulated agencies. As such, an IT Strategy needs to be
developed to accompany the process modernization of ASF. The IT Strategy needs to address
the IT organization, skills/competencies required for the target state, the formal process for IT
management required to manage IT operational risks, and the technologies required to support
the full digitization of ASF.

K. Recommendations: Leveraging Information Technology

204. A multi-year technology renewal program is recommended to support ASK’s
streamlined and integrated business processes defined in its business architecture.
Leveraging modern, reliable and innovative technologies will transform the way ASF staff will
perform its functions and enable them to do more value adding activities.

e Through technologies, ASF will modernize its filing practices. A one-stop shop, ASF’s
external web portal will be available to all regulated entities to electronically submit their
documents and data. Consumers can directly submit their complaints through the portal
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205.

and keep track of the status of their complaints on-line. Relevant stakeholders who need
to comment on the proposed regulations will be able to do so through this portal. The
portal will be secure with the appropriate levels of access granted to the various
stakeholders.

Through case management and business process workflow technologies, ASF’s business
processes will be automated to increase productivity and enhance collaboration.
Automated tracking, notification and audit capabilities, as well as management reporting
will be available to support ASF operations.

A common document management system and a data warehouse will store internally
generated data and information collected from the entities. These systems will be
supplemented by an enterprise search tool which will facilitate the retrieval of
information.

An enterprise resource planning (ERP) system will be available to consolidate all of
ASF’s administrative systems and strengthen its management controls.

Business intelligence tools will be available to support ASF’s analytical functions as well
as generate operational and management reports. BI systems should support the analysis
of large volumes of data to detect patterns, identify historical trends, and provide
predictive analytics. Management dashboards will be available to provide the best
available information from multiple resources (integrated in the data warehouse and
document management systems).

A secure Intranet will also be developed to facilitate internal communications and
collaboration. Internal services (e.g., HR leave requests, self-service reports, etc) can be
accessed through the Intranet and facilitate self service requests.

ASF will support a reliable computing environment that provides high performance,
security and business continuity through adoption of modern technologies such as
virtualization, clustering, encryption, etc.

The high level reference architecture is shown in Figure 6. The supporting technology

architecture is shown in Figure 7.
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206. The implementation plan presented in this section is a three-year renewal program
designed to achieve the overall vision of Digital ASF. Through this investment plan, ASF
employees will be able to execute their daily responsibilities more easily and effectively with
modern equipment and easy access to information. ASF Management will be able to better track
and direct the authority activities by having a 360 degree view of its activities and impact to the
regulated markets. The regulated entities and affected stakeholders (e.g., consumers) will have
better tools to communicate and interact with ASF.

207. The estimated cost of the investment plan is almost 10 million dollars ($10m). The
costing estimates of each of the programs and initiatives were reviewed based on local prices,
known vendor solutions, prices of commercial off-the-shelf (COTS) products, and best guess
estimates. A contingency of ten (10%) percent is also budgeted to accommodate unforeseen

costs.

208. The ASF IT Investment Plan will be implemented over three years in four releases,
initially building on the foundational components and gradually adding capabilities
through the implementation of software solutions. Annex II provides the details associated
with each Release schedule.

e Release 1 will provide a robust IT Infrastructure and an Information Architecture
required to support shared databases (data and documents) across all sectors. Duration:
6 months. Cost: 1.3m

e Release 2 will provide the Registry and the shared data and document systems, initially
supporting the Insurance sector. Duration: 9 months. Cost: $2.0m

e Release 3 builds upon the progress in Release 2. The data collection and reporting
processes for Capital Markets and Pension will be integrated into the overall shared data
and document systems. Automated workflows will be implemented in the supervision
and consumer complaints function in the Insurance Sector. Duration: 12 months. Cost:
$3.2m

e Release 4 completes the automation of the core functions across all sectors. An
integrated administrative system (i.e., enterprise resource planning) will be implemented
to replace the existing financial and HR systems and provide better financial and
management controls. Duration: 12 months. Cost: $2.6m
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