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Vienna, 29 September - 1 October 1999

conclusions and recommendations

 

Working Group 1: Law Enforcement and Judiciary 

The theme for WG 1 was "Law enforcement and judiciary". The following is the report of WG1. It is divided into two parts: Context and Recommendations: 

1.CONTEXT 

A) Positive elements 

There were continuous references in the discussions of WG1 to the United Nations Convention on the Rights of the Child and the Stockholm World Congress Declaration and Agenda for Action against Commercial Sexual Exploitation of Children as the basis for child protection. 

There is a high degree of complementarity between legal regulation adopted by the State (hard law) and regulation adopted by the computer industry (soft law). 

Criminal law against child pornography exists in most countries, and new laws on the issue have been adopted recently where they did not exist beforehand (e.g. Japan and Spain).  Specific legislation is emerging in some countries to criminalise not only the production and distribution of child pornography but also its possession. The new trend of the law is to cover real and fictitious or pseudo child pornography. 

A welcome development is the emergence of codes of conduct from Internet Service Providers (ISPs) against child pornography as part of self-regulation. 

There have been some recent successful cases of international law enforcement against child pornography through improved co-operation between law enforcers. This is exemplified by Operation Cathedral whereby law enforcers from over ten Countries syncronised their operations to arrest child sex abusers successfully. 

Co-operation and networking among law enforcers and between law enforcers, ISPs and civil society are improving on several fronts. 

Law enforcers are becoming more ready to coordinate with the Internet industry, users and civil society to address the technical dynamics posed by the Internet. 

B) Key Challenges 

There are differences in legal systems and legal procedures to counter child pornography. There is no universal definition of child pornography. 

The substantive laws of countries concerning the form of child pornogrqaphy to be prohibited vary markedly. They diverge on the issue of whether it should cover audio and/or visual child pornography. 

The legislation of countries differs concerning the content of child pornography to be prohibited. There are differences concerning the age of the child and while some countries prohibit real and fictitious child pornography, others only prohibit real child pornography. 

There is a variety of approaches concerning the elements of crime to be covered by national legislation. While some countries criminalise production, distribution and possession of child pornography, others fail to cover its possession. While some of the offences are based on criminal intent and negligence, others only cover criminal intent. 

There is a diversity of measures concerning the responsibilities of various persons involved in child pornography and related sanctions. There are differentiated responsibilities in regard to producers, users and ISPs, and among ISPs there are differences in the roles of access, host and content providers. 

There are several law enforcement difficulties linked to inadequate human resources, lack of technological facilities and capacity, and deficiencies concerning respect for good governance. 

There is limited coordination on some fronts among law enforcers and between law enforcers, the Industry and civil society. 

The crossborder nature of child pornography poses particular difficulties to law enforcers, especially in regard to evidence gathering and sharing. 

Transfrontier action against child pornography is constrained by conflicts of jurisdcition and the uncertain issue of which country should intervene at which point in time to apprehend the child abusers. 

There is an imbalance between the total anonymity through the Internet ,on the one hand and child protection and law enforcement needs ,on the other hand. There are new technological challenges of a complex nature which are difficult to address. These include the intricacies of encryption and how to deal with it. 

2.RECOMMENDATIONS 

While the Working Group 1 felt that it was necessary to focus on law enforcement and judicial issues, it was also considered important to devote attention to measures in the field of prevention through partnerships with civil society, as well as to focus on recovery and re-integration of victims.

Furthermore, the significance and practical application of social and psychological knowledge needs to be highlighted concerning both victims and offenders. 

1.Recommendations for Goverments relating to: 

A) Substantive law measures 

Goverments should ensure the adoption of a series of international common minimum standards relating to child pornography based upon a common definition of the phenomenon, covering an agreed set of behaviours. 

Governments should ensure that, subject to legal exceptions, the intentional possession, production, distribution, importation, exportation, transmission and advertising of child pornography through a computer system or through electronic storage devices are criminalised. They should extend the criminalization of child pornography to prohibit real and pseudo or fictitious child pornography. 

Governments should take the necessary measures to ensure that the criminal offences concerning child pornography are punishable by effective, proportionate and dissuasive sanctions for natural persons and consider the possibility to take similar measures for legal persons. 

Governments should establish adequate frameworks with differentiated responsibility for Internet Service Providers concerning child pornography to ensure: 

full responsibility for content providers; 

responsibility for host service providers limited to cases where they knowingly host child pornography and the obligation to report such cases to law enforcement; 

responsibility for access providers only according to civil, administrative and/or judicial orders. 

B) Procedural law measures. 

Governments should adopt legislative measures to enable the rapid preservation of stored data, including data held by Internet Service Providers in another country (taking into account technical difficulties in storage capacity, billing policies and data protection issues) which may subsequently be the subject of a request for mutual assistance for its search, seizure and disclosure. 

Governments should adopt common measures to speed up and enable the transborder use of coercive powers such as transborder computer search and seizure, in order to accelerate standard procedures. Existing channels of communication, such as 24h/7days points of contact-networks, should be utilised for these purposes. 

2.Recommendations for improving law enforcement efficiency and co-operation. 

Law enforcement agencies should set up specialized units at national level, consisting of knowledgeable personnel and equipped with adequate technical facilities, that would operate as rapid contact points for the purposes of: 

responding quickly to requests for information on suspected intentional possession, production, distribution, importation, exportation, transmission and advertising of child pornography; 

exchanging potential evidence and intelligence expeditiously at international level and establishing a common format for the exchange of such information; 

improving and/or developing databases and specialised computer investigation techniques, such as undercover operations, for the purpose of prosecuting child pornography; 

acting as a Centre of Excellence on cyber-crime issues (a national register of police and technical experts could be established or made available) for the purpose of sharing best practices and experience; 

monitoring and scanning systematically the Internet (newsgroups, chatrooms and websites) for detecting child pornography; 

developing intelligence analysis in order to determine priorities and to concentrate on child sex offenders; 

acting as interface nationally and internationally with hotlines, taking into account their potential and technical expertise. 

Law enforcement agencies should establish efficient programmes for specialised training of personnel dealing with fighting child pornography, including but not limited to: 

appropriate steps to ensure that training initiatives take into account child rights; 

preparation of technical training course(s) for law enforcement officers, including courses available on the Internet, provided that confidentiality and access facilities to the course would be ensured; 

organisation of regular meetings at national, regional and international levels of competent practitioners specializing in fight against child pornography on the Internet with a view to promoting general information exchange, best practices, tactical co-ordination and analysis of the situation; 

creation and maintenance of a digitised Central Library of child pornography images at the national, regional and international levels (made available on the Internet to law enforcers, with the necessary conditions and limitations as regards access and data protection issues)which would aid the search for victims, help to determine the nature of offences and train police officers. 

Local, national, regional and international law enforcement agencies and organisations should co-operate closely to exchange relevant information and intelligence on child pornography on the Internet, by signing appropriate co-operation agreements. 

Bilateral, regional and/or multilateral agreements to facilitate co-operation among and between law enforcers should be promoted. 

1.Recommendations for improving co-operation between law enforcement and Internet Industry, civil society and other actors. 

Governments should foster co-operation between law enforcement agencies, the Internet industry, civil society, including non-governmental organisations, and intergovernmental organisations, in the fight against child pornography on the Internet. 

Internet industry should be encouraged to develop and/or implement self-regulation as well as best practices, technological solutions and sharing of such experiences among industries and governments. The elements of self-regulation may include application of age verification, rating and filtering. 

Internet industry should be encouraged to provide training and logistical support to law enforcement, and to promote mutual understanding by, e.g., identifying appropriate fora where common interests could be addressed, particularly during the development of technical standards. 

Internet industry should be encouraged to include provisions against child pornography into binding contracts with the users which would be equipped with sanctions agreed upon by the contracting parties. 

Law enforcement agencies should be encouraged to develop an appropriate standard format for requesting information from industry. 

Internet industry should be encouraged to limit the untraceability of criminal activity and to provide data related to child pornography cases, while protecting the privacy of users and taking into account the commercial interests of industry. 

Law enforcement agencies and Internet industry should be encouraged to jointly identify those minimum elements of traffic-related data which are considered as essential for investigating and prosecuting computer crime offences, taking into account data protection needs. 

Law enforcement agencies and Internet industry should work jointly together to examine whether the laws are to be amended and ensure that such data are available for a reasonable period of time. 

Law enforcement agencies and Internet industry should work jointly to promote awareness actions for users, in particular for children, parents and the community, with culturally- sensitive programmes. 

Law enforcement agencies and Internet industry should be encouraged, without incurring liability, to promote the development of effective software for the purpose of identifying and/or searching for child pornography.
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